
Alexander Salazar
October 2023

C I S A  |  C Y B E R S E C U R I T Y  A N D  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y

ARTIFICIAL INTELLIGENCE:
What is it & what does it mean for 
Cybersecurity?

1

Alexander Salazar Jr, MSc, CISSP
Cybersecurity Advisor 
CISA Region 10, Seattle & King County



TLP:WHITE

Alexander Salazar
October 2023

Who is Alexander Salazar?
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Agenda

First:

 Artificial Intelligence (AI) vs. Machine Learning (ML)
 AI is not new.

 How does AI learn?

 Examples of its application.

Then:

 The Good

 The Bad
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CISA Official Statements
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Source: https://www.cisa.gov/news-events/news/software-must-be-secure-design-and-artificial-intelligence-no-exception
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IMPORTANT: Work-In-Progress
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AI vs. ML

Important Clarification!

 Artificial Intelligence makes use of…

 Machine Learning makes use of…

 Deep Learning makes use of…

 Data
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Data
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AI Applications

 What is real-time learning?

 Application examples:

 ChatGPT (OpenAI)

 Bing Chat (Microsoft)

 Bard (Google)

 What is GPT?

 What is an LLM?
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The Good, The Bad, and…The Rest

 Phishing

 Translation and Grammar

 Education/Skills

 Vulnerability information
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Phishing (bad)

 Look for bad grammar! Right?

 Real-Time “Pre-texting.”

 What else is coming?
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Phishing (good)

 AI can identify AI-
generated text! 
Sometimes.

 AI can be very 
good at identifying 
phishing 
messages.
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Hacking Skills (bad)

Education/Skills is highly valued in cybersecurity… by both 
sides.
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Hacking Skills (good)
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Education/Skills is highly valued in cybersecurity… by both 
sides.
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Vulnerability Info (bad)
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Vulnerability Info (bad)
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Vulnerability Info (bad)
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Vulnerability Info (good)

Well, that’s scary…

Now what?
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Vulnerability Info (good)
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On the Horizon
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 PenTestGPT

 Nvidia… (pen testing framework)

 and Nvidia + Snowflake

 Microsoft Copilot
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AI Considerations

Do you know where your data is?
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Attacking AI
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An artificial intelligence attack (AI attack) is the purposeful 
manipulation of an AI system with the end goal of causing it to 
malfunction. These attacks can take different forms that strike at 
different weaknesses in the underlying algorithms:

 Input Attacks.

 Poisoning Attacks.

Source: https://www.belfercenter.org/publication/AttackingAI
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Conclusion

 AI has both positive and negative aspects in relation 
to:
 Phishing

 Education/Skills

 Code

 Vulnerabilities

 AI is continually evolving at a rapid rate. 

 AI is here.
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For more information:
CISA.gov

StopRansomware.gov

Questions?

alexander.salazar@cisa.dhs.gov
206-225-5546
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