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STATE OF WASHINGTON
“the consolidated technology services agency”  RCW 43.105.006

WASHINGTON TECHNOLOGY SOLUTIONS
1500 Jefferson Street SE  Olympia, Washington 98504-1501  (360) 407-8700
June 9, 2016

TO:  
  
All Potential Vendors

FROM: 
Christie Turner, RFI Coordinator

SUBJECT:  
Request for Information for Vulnerability Assessment and Discovery Tools
The following WaTech/CTS Answers to Vendors’ Preliminary Questions are issued as Amendment Number 1 to the Request for Information Number (RFI) A16-RFI-184.
Questions and comments have been stated exactly as they were received. The answers may only explain or clarify some aspect that is already addressed in the RFI.  Some of the answers may also supplement or change what was previously stated in the RFI or in an exhibit. 

The following Questions and Answers are an amendment to the RFI/Contract documents. It is important that Vendors review all amendments and address any new issues/requirements in your Response.  

Vendor Questions and Official Answers #1

1. QUESTION:   In the event that WaTech/CTS moves forward with procurement, is there an estimated time frame available for when a solicitation might be issued? 
ANSWER: WaTech will be looking to have the solution implemented and deployed to the initial group of customers by October 2016.
2. QUESTION:  If WaTech/CTS anticipates procuring this through a means that does not require solicitation, such as use of state contract, is there an estimated time frame available for procurement? 
ANSWER: WaTech will be issuing an RFP to procure a solution and will be looking to have the solution implemented and deployed to the initial group of customers by October 2016.
3. QUESTION:  Has funding been allocated and if so, from where (budget, grant, etc)? If not, where does WaTech/CTS anticipate looking for funding?
ANSWER: WaTech will be looking to procure and deploy a solution deploy in Q3 and no later than Q4 with existing budget.
4. QUESTION:  Does WaTech/CTS have an estimated cost, or desired not to exceed contract amount in mind for this and if so, how much? 
ANSWER: WaTech will be looking to minimize the investment to address the needs of the agencies to utilize this solution. WaTech will be looking to the vendors to identify an estimated cost based on sizing information to be provided.
5. QUESTION:  Who is/will be the project manager, or technical contact?  
ANSWER: The project manager will be Senthil Masilamani – senthil.masilamani@watech.wa.gov.
6. QUESTION:  The RFI indicates that the solution may need to be able to migrate customers from other vulnerability assessment and discovery solutions. Is this solution replacing a solution/solutions currently in place and if so, which vendor(s) provided them?  
ANSWER: The solution will be replacing a current solution from Tripwire.
7. QUESTION:  The RFI indicates that the solution may need to integrate with third party products. Which ones and which vendors provided them?  
ANSWER: Products with potential for integration include SIEM solutions from Security Analytics and Splunk, solutions from F5, as well as forward proxy products.

8. QUESTION:  For the purpose of pricing can you please give me a rough estimate on how many hosts would be scanned for Vulnerability assessment? 
ANSWER: The IPs to be scanned will grow up to 100,000 with potential to grow significantly beyond this level.
9.  QUESTION:  How many IP’s should be included in our submission?

ANSWER: The IPs to be scanned will grow up to 100,000 with potential to grow significantly beyond this level.
10. QUESTION:  Will you be buying direct from a company or using a partner? 
ANSWER: WaTech will be procuring directly.
11. QUESTION:  What are the key features you are looking for?

ANSWER: The RFI identifies the requirements. Primary of those is a fully implemented multi-tenant solution with a distributed deployment model that also supports scanning the latest technologies.
12. QUESTION:  What is the timeline for making a decision?

ANSWER: WaTech will be looking to procure and deploy a solution deploy in Q3 and no later than Q4.
13. QUESTION:  What have you used previously?

ANSWER: WaTech has previously used solutions from Qualys and Tripwire.
14. QUESTION:  What is the reason you are looking for a new solution in this space? 

ANSWER: WaTech is looking for a multi-tenant solution with the latest capabilities in this space.
15. QUESTION:  How many data centers does WaTech have? 
ANSWER: WaTech as a primary and DR site. Scanning agents may be deployed in a distributed architecture at customer locations.
16. QUESTION:  How many ingress/egress points for each data center? 
ANSWER: There are multiple depending on the context, including redundancy.
17. QUESTION:  What are the throughput speeds?
ANSWER: This depends on the path in question. Connection speeds include 1G and 10G connections.
18. QUESTION:  How many protected segments for each data center? 
Are the connections copper or fiber? (If both, how many of each?)
ANSWER: Multiple and varies on context. Connections are fiber and copper depending on context. Count depends on context.
19. QUESTION:  Will the appliances be used in HA pairs?
ANSWER: WaTech would consider HA as a solution for redundancy.
20. QUESTION:  What is the timing for releasing the RFP?
ANSWER: The RFP will be released as soon as RFI responses are received.

21. QUESTION: Is this a funded project?
ANSWER:  Yes
22. How many “hosts” does WaTech/CTS want to scan?

ANSWER: WaTech uses the solution internally as well as act as a service provider to agencies across Washington State. Scanned IPs could grow up to 100,000 and more.
23. Does WaTech/CTS want physical or virtual appliances as a solution?

ANSWER: WaTech will consider both virtual and physical appliances and may use both depending on the scenario.
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