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I.  
DIS Security Program Strategy
Introduction

A. Purpose

The introduction of the Internet, proliferation of personal computers, Local Area Networks (LANS), and distributed processing have drastically changed the way the Department of Information Services (DIS) manages and controls information resources. Internal controls and best practices that were present in the past have not always been replaced with comparable controls in many of today’s automated systems.  Reliance upon inadequately controlled information systems can have serious consequences.  

It is important for DIS to maintain a Security Program Strategy that integrates multiple system and service level security efforts, is supported by top management, and is publicized to all employees.  DIS service areas must work together to achieve the common goal of protecting vital information resources.

The purpose of the DIS Security Program is to:

Protect the integrity, availability, and confidentiality of mission-critical information held by Washington State government agencies and entrusted to DIS computing and Telecommunications networks.

AND

Protect information technology assets from unauthorized use or modification and from accidental or intentional damage or destruction.

B.
DIS Security Program Objectives

INTEGRITY

Ensure that the information is accurate and you can trust the data and the processes that manipulate it.  A computing system or application system has integrity when it provides sufficient accuracy and completeness to meet the needs of the user(s).  It should be properly designed to automate all functional requirements, include appropriate auditing and integrity controls, and accommodate the full range of potential conditions that might be encountered in its operation.  

CONFIDENTIALITY

Assure confidentiality of sensitive data.  Privacy requirements for personal information are generally dictated by statute, while protection requirements for other agency information are a function of the nature of that information and may also be governed by statute.

AVAILABILITY

Assure continuous system and data availability.  This means engineering availability, security, and reliability into business processes from the outset. In legacy systems, it may require retrofitting a disaster recovery plan to accommodate ongoing business continuity requirements.  

REDUCE RISK

The impact of wrongful disclosure, inaccuracy of data, and system unavailability are considered in any risk assessment.  Security violations trigger a re-evaluation of the DIS Security Program.  Since absolute protection will never be achieved, some violations are inevitable.  It is important that the degree of assumed risk be commensurate with the sensitivity and importance of the information to be protected.

COMPLIANCE WITH SECURITY LAWS, REGULATIONS, AND POLICIES

Where applicable, DIS complies with security laws, regulations, and policies, including but not limited to:

· State of Washington Information Technology Security Policy, Standards and Guidelines adopted by the Information Services Board (ISB)

· DIS Building Security Policy
· DIS Privacy Policy 
· DIS Intellectual Property Protection Policy 

· DIS Remote Access Policy
· DIS Telework Policy
· DIS Use of State Resources Policy
· DIS Policy for Confidentiality of Customer Information 

· DIS Policy for Records Disposition Management 

· DIS E-mail Usage Policy
· DIS Security Program
· State Auditor’s Office Audit Instructions and Packet for State Government
· Non-disclosure Agreement 

· Data Center Conventions Manual (DCCM)
C. DIS Security Program Organization and Strategy

The DIS Security Program addresses the dual needs of DIS as a provider of IT services to customer agencies and as an employer.  To that end, many sections of the security program separately define the security practices performed by the service areas and those performed for internal DIS functions.

In many areas, specific DIS policies addressing DIS employee compliance supplement the approaches identified in the DIS Security program.  Whereas, responsibility for the development and enforcement of end-user security requirements for applications supported by DIS services falls on the owner agency.

DIS provides a number of service offerings that support secure interactions, authentication processes, and architectures that allow customer agencies to select the most appropriate solution to meet their requirements, including E-commerce applications.  The DIS Security Program is designed to ensure that these service offerings appropriately address the requirements of the ISB IT Security Policy and Standards; and where an exception to those standards may exist, DIS has an exception documentation process to communicate such status to its customer agencies.

D. Security Program Evaluation

DIS has in place a security evaluation process.  The security evaluation process assists DIS service areas to:

· Coordinate review of the Security Program

· Perform audits of security functions

· Periodically review service area security assessments

· Monitor compliance with policies, standards, and procedures

· Correct violations

The Information Technology Security Policy mandates periodic reviews and updates to state agency Security Programs.  The reviews identify improvements and assist in implementing new security policies and procedures as new technologies are introduced, as old ones change, or following any significant change to business, computing, or telecommunications environments.

DIS' Enterprise Security Services (ESS) has primary responsibility for the DIS Security Program and its annual review.  ESS works with DIS service areas to maintain the DIS Security Program and perform the evaluation process.

Each DIS service area is responsible for its own unique security policies and procedures.  Each service manager ensures that the procedures include assessments and checks and balances to identify any breaches of security.  A delegated person(s) in each service area is responsible for carrying out the assessments to ensure compliance.

The service area managers coordinate with ESS to specify details of scope, frequency, and dates of the security compliance assessments.  The service areas conduct the assessments, provide a brief written report, documenting findings for each security compliance area, and provide recommended actions.  Because of the complexity of the DIS environment, ESS combines the documented service area compliance assessments, results achieved, and recommendations and presents its findings to the DIS director.

Where DIS acquires information technology (IT) services from another organization, DIS and the service provider will work together to ensure that the service provider’s IT security standards meet or exceed the applicable DIS Security Program policies and procedures. When security issues are relevant to an IT service provider business relationship, DIS will address them in the applicable acquisition document, if any, and/or through the contract process.

Agencies that acquire information technology services from DIS will work with staff here to verify DIS compliance with the policy and standards as required.  In addition to documenting the security practices and procedures in this program document, DIS will document all exceptions or non-compliance areas for agency review and provide contacts for each service if additional information is needed by the agencies.  The DIS Services Compliance Exception Summary template can be found in Appendix A.

E. Agency Preparedness

DIS has a comprehensive Security Program in place.  Each service manager and service division is aware of the potential impacts of inadequate security.  Each service manager implements internal and external procedures to protect the technology resources associated with their service.  Employees are aware of their responsibility to safeguard data and technology resources and to take appropriate action when encountering a security violation. In addition to this Security Program document there are various related documents (identified by hyperlink) such as: the DIS Customer Guide to the Data Center Disaster Recovery Program and the DIS Building Security Guide. 

DIS continuously implements appropriate security policies and procedures to ensure risk is mitigated as technology changes and new security risks are discovered.

II.
Business Impact and Vulnerability, Threat, and Risk Analysis

The focus of the DIS Security Program is to apply a sound, fundamental security approach to all of the services and programs supported by DIS Business Units.  DIS conducts period Security Program Baseline Analysis efforts to establish the process and documentation status of the services and programs.  While the following Business Impact and Vulnerability, Threat, and Risk Analysis efforts are a part of the overall DIS Security Program, all DIS services and programs must adhere to all of the applicable processes and policies of the DIS Security Program.

When possible, DIS will leverage analysis done by other business continuity programs when completing these analyses.

DIS will conduct a risk analysis when introducing significant new systems or when major changes are made to an agency’s existing computing environment.   To conduct a risk analysis, DIS will complete the following steps as documented in the Information Technology Security Standards:  


Information Asset Review

An information asset review shall be performed to identify, at a minimum, those information assets that are critical to ongoing operations or which contain confidential or critical data.  The criteria for this inventory assessment shall be documented.  


Business Impact Analysis

A business impact analysis shall be performed for all information assets identified in the Information Asset Review.  The purpose of the business impact analysis is to document the potential impact of loss of the assets.  Consideration shall be given to operational, financial, and legal impacts.


Vulnerability Analysis

A vulnerability analysis is used to identify vulnerabilities associated with information assets.  The vulnerability analysis shall identify specific vulnerabilities related to information assets identified in the information asset review, as well as where those vulnerabilities exist.


Threat Analysis

A threat analysis shall be conducted to identify threats that could result in the intentional or accidental destruction, modification or release of data, computer, or telecommunication resources.


Risk Analysis

A risk analysis is a collective review of the vulnerabilities and threats to all identified assets to determine the likelihood and impact.  This analysis forms the foundation for security program planning.

III. Personnel Security

A.
Background and Reference Checks

As a condition of employment, all potential employees provide complete and verifiable background information prior to employment.  In addition, each interviewee completes a Reference Authorization form.  This helps the Human Resources Office screen potential employees based upon the level of the position and content of the job.  The information obtained may contain:

Prior Work History - A check of prior work history is a basic element of all reference checks and is standard procedure before any offer of employment is made for any position.

Social Security Data - Confirmation of the accuracy of employment information presented in the selection process via a Social Security number check.

Criminal Conviction Records - Although questions about arrest records are prohibited under current law, a search of criminal conviction records on local, state, and federal levels maybe performed, depending on the nature of the position.

Credit History - Examination and confirmation of credit history is used for applicants seeking financial positions.  Mismanagement of personal finances or obligations may constitute a risk for handling the corporate checking account.

Motor Vehicle Records - Examination of Department of Licensing (DOL) records is required for anyone who applies for a position as a driver.  Convictions for driving while under the influence of alcohol or drugs are not part of the criminal court record and may be revealed only through a DOL check.

Academic Credentials - Verification of academic credentials.

Licenses, Certificates, Registrations, and/or Credentials - A confirmation of licenses, certificates, registrations, and/or credentials is crucial when hiring licensed professionals.  Information in a resume, application, or interview may be verified to ensure the individual satisfies the requirements of the position.

B. Employee Performance Requirements

Employees are required to abide by DIS policies that include direction of the proper use of computers. The DIS Policy manual can be found at:  

http://inside.dis.wa.gov/asd/dispolicy/UseofStateResources.html
If an employee violates a policy, sanctions for disciplinary action are defined in this document.

For represented employees, Article 5 Performance Evaluation, of the Collective Bargaining Agreement between the State of Washington and the Washington Federation of State Employees (WFSE), states in part:  “Employee work performance will be evaluated during probationary and trial service periods and at least annually thereafter.”

For non-represented general service employees, WAC 357-37-030 states:  “Employers must provide feedback and formally evaluate the performance of:  (1) A probationary employee or a permanent employee serving a trial service period or transition review period before the employee attains permanent status in the position; and (2) A permanent employee on an annual basis.”

For Washington Management Service (WMS) employees, WAC 357-58-410 states:  “Employers must provide feedback and formally evaluate the performance of WMS employees during the review period and annually thereafter.”

Evaluations my include evaluation of compliance with security requirements for those employees executing sensitive functions or working in sensitive areas of DIS. 

C. Employee or Contractor Separation of Service

When employees or contractors leave DIS the following technology security actions are taken, when applicable:

· All userids and system access rights are terminated

· All facility access rights (badges, etc.) are terminated

· All electronic files are archived to network drives

D. Vendor Contract Security Requirements

Employees are required to abide by DIS policies that include 1) procedures for the review of vendor contracts, 2) policies for Contractors use of state resources, including remote access, and 3) building and security procedures for Contractors.  Contract terms and conditions are reviewed by the contracts office assigned to each division of DIS. Contractors must use state-owned equipment to connect to the State Government Network (“SGN”) whether on site or remote connection.  To obtain remote access, Contractors must sign a Use of State Resources Agreement and an Equipment check out/return form.  The signed agreement and checkout form must be filed with the division’s assigned contracts office with a copy of the check out form sent to the Finance office.  DIS employees who sponsor Contractors at DIS locations must ensure Contractor compliance with the building and location security policy. DIS policies may be found at http://inside.dis.wa.gov/asd/dispolicy/TableofContents.html
Security training for all personnel is conducted in accordance with section VII of this document. 

IV. Physical Security

A.
Facility Characteristics

Facility Security Responsibility

Appointing authorities are responsible for facility security.  When multiple divisions are located in one facility, the appointing authorities must specify the individual assuming this responsibility.

Facility and Location Security Policy

Purpose - DIS observes a strong physical security posture that protects the data and resources entrusted to DIS by its customers.  DIS building and location security is a fundamental component of the overall Security Program.

Security Coordinators - The appointing authorities delegate building and location security responsibilities to security coordinators.  Security coordinators are responsible for security and emergency functions and procedures unique to their assigned facility and location.  

Entrance to DIS Facilities - As a protective measure, DIS secures the entrance to all of its facilities by keeping doors locked.  The DIS Facilities Services Security Office issues security tools (e.g., keys and cardkeys) that permit entry to assigned locations as requested and approved by supervisors. Supervisors regulate security tools assigned to employees. Upon issuance of security tools, employees are instructed on their proper safekeeping.  Controls include a procedure to authorize and revoke security tools to contractors that are working in DIS facilities.  Procedures are in place to control and monitor access to DIS facilities by visitors, service personnel, and vendors.

Typical Duties of Facility Security Coordinators

1) Develop and maintain written facility security and emergency procedures.

2) Coordinate and maintain records of security tools for the assigned facility.

3) Coordinate safety issues.

4) Ensure that security aspects of their facility are operational and in compliance with DIS policies and procedures.

5) Assist in conducting periodic facility security inspections within their area of responsibility with DIS Facility Services staff and initiate corrective action when a problem is found.

6) Coordinate facility security education for employees within their area of responsibility.  

7) Coordinate controlled access to facilities as required.

8)  Attend facility security coordinator meetings
9)     Coordinate the unique building physical requirements.
B.
Location and Layout

All equipment is in secure, environmentally controlled facilities.

Central computing resources and several of the front-end processors for the data communications systems are located in a facility that requires an entrance security tool for access outside of normal business hours.  In addition, the Data Center and DIS interior offices also require an entrance security tool for access.

Security coordinators ensure proper access controls are enforced.  

The computer rooms are located outside of heavy traffic patterns.

Remote network node sites are located in secured facilities and entrances are not readily accessible from the street.

Several facilities use a restricted entry system 24 hours a day for entry or are protected by a motion detection style intrusion alarm system if they are unlocked during normal business hours.

Critical servers are located in a secured area only available to authorized personnel.

C.
Facility Descriptions

General DIS Facility Descriptions

General Administration's Division of Real Estate Services, Engineering and Architecture Services, and Division of Capitol Facilities ensure facility construction is within city and state building codes in all state-owned or leased facilities.  

DIS occupies several facilities located throughout Washington State: 

The Data Center, located in OB-2, has external walls with reinforced concrete. Structural ceilings and floors are designed to repel water.

The Supply Warehouse is constructed of steel and metal siding with wood frame offices.

The 512, Adams, DIS Interactive Technologies, Forum, Chandler Court, and Jefferson facilities are constructed of a wood frame with some reinforced concrete.

The Node Sites are constructed in one of the following fashions: steel and concrete, cinder block, or wood frame.

Data Center Surrounding Area Description

A contracted disaster recovery vendor assesses the overall area surrounding the Data Center to ensure safety and security in the following areas:

1) Airports or airplane landing patterns within a five-mile radius.

2) Hazardous facilities within a five-mile radius.

3) Possible environmental flood risks in the area. 

Data Center Facility Physical Attributes

1) Access systems are used to limit entry to authorized individuals.

2) Facilities are equipped with air conditioning and backup air conditioning equipment with alarms to detect problems.

3) All construction meets fire codes.

4) Regular inspection and maintenance of environmental controls are performed.

5) Procedures exist to monitor temperature, humidity, and power.

6) The Data Center has closed circuit television monitors that span its perimeter.

7) Access, fire, and other controls for the Data Center telecommunications control areas are consistent with procedures used in the DIS Data Center Conventions Manual (DCCM).

8) Data Center telephone or local network cable lines are obscured from view between remote devices to the telecommunications facility.

D.
Physical Access Control

Data Center Safeguards

1) Critical areas are identified and specific access levels are assigned to personnel who require access.

2) Access is limited to authorized persons and is strictly controlled.

3) Positive identification controls for employees, vendors, and visitors are enforced.

4) Locks or lock combinations are not used to access the Data Center. Locks or lock combinations in other facilities are changed if there is cause.

5) Control systems exist and ensure identification of individuals having possession of keys, cardkeys, and other security tools.

6) Periodic review of all assigned cardkeys and access rights determine authorized persons.

7) Temporary cardkeys and logs monitor visitors.

8) Contracted security officers enforce access control procedures 24 hours a day, 7 days a week.  The contracted company's supervisor visits unannounced during a non-prime shift daily to determine that access control procedures are followed.

9) Procedures exist to monitor the control of packages, equipment, and containers entering or leaving. 

10) Access is temporarily suspended for employees who are subject to suspension for disciplinary action. 

11) Terminated employees are escorted out and access is immediately canceled.

12) Supplementary doors are equipped with exit only locks and audible alarms.

General Safeguards

· DIS-owned equipment may be installed at a teleworking employee’s home at the sole option of DIS and is returned at the end of the teleworking arrangement.  It is used only by the teleworker and only for DIS business.  Cost center managers are responsible for the assignment, inventory, installation, and maintenance of DIS property used for teleworking.  See  http://inside.dis.wa.gov/asd/dispolicy/Telecommuting.html.

· Asset tags are used for all information technology equipment.

· Inventory procedures exist to compare accounting department asset records of computer and physical equipment.

E.
Data Storage

Access, fire, and other controls for the data storage facility are appropriate and consistent with procedures used in the DIS Data Center.

Procedures exist for logging data in and out of the data storage media library located in the DIS Data Center.

F. Off-site Media Storage

Off-site media storage location security and environmental controls are adequately provided through a vendor contract.  The special terms and conditions of this contract are detailed in the DIS Disaster Recovery Plan
G. Physical Security Controls for Mobile/Remote Computing


Laptops and Personal Digital Assistants (PDAs).

DIS employees that use DIS-owned Laptops and PDAs are responsible for ensuring that the devices are not stored in a way that makes them vulnerable to access by unauthorized individuals or theft.  If secure data is stored on a laptop or PDA then appropriate encryption should be used in accordance with DIS security procedures.

Portable data storage devices (e.g., tape drives, zip drives, removable hard drives, USB data storage devices)

DIS employees that use DIS-owned portable storage devices are responsible for ensuring that the devices are not stored in a way that makes them vulnerable to access by unauthorized individuals or theft.  If secure data is stored on a portable storage device then appropriate encryption should be used in accordance with DIS security procedures.

V. Data Security

A. Data Security Policy Statement

Security controls are established over all computing and telecommunication environments consistent with the criticality of the data processed. 

Data security responsibilities between DIS and its customers are negotiated to ensure security measures are designed, implemented, and maintained.

· DIS provides protection to software programs and data sets that reside on all computing and telecommunication environments.  Protection includes deterrents to unauthorized access, disclosure, modification, and accidental or intentional destruction.

· DIS provides customer access to tools that ensure integrity and privacy.  The DIS Help Desk provides assistance in using these safeguards. 

· DIS supports the analysis process to ensure proper classification of data. At a minimum DIS ensures the sensitive/confidential data is identified and appropriately controlled

Where applicable, additional DIS policies on data security issues include but are not limited to:

Policy 1.1.5 Confidentiality of Customer Information 

http://inside.dis.wa.gov/asd/dispolicy/ConfidentialityofCustomerInformation.html
Policy 5.1.3 Records Disposition Management 

http://inside.dis.wa.gov/asd/dispolicy/RecordsManagement.html
Policy 6.2.2 Intellectual Property Protection 

http://inside.dis.wa.gov/asd/dispolicy/IntellectualPropertyProtection.html
B.
Software Version Control and Currency

Version control (management of source code and its modification) is used during the development cycle of all applications managed by DIS and/or developed for DIS by contractors (e.g., Transact Washington, Access Washington).

Change Management is used for all production software, whether internally developed or externally acquired to track changes to all system and service areas managed by DIS.
C. Distribution of Output

The distribution of output reports, as well as the introduction or release of data and program files, are monitored as follows:

Data Center Controls

1) Customer printed output is separated and placed in an assigned combination locked bin only. This ensures that only authorized personnel may pick up output.

2) The interactive output facility allows on-line viewing of output reports.  A standard interface to the security packages is provided to restrict access to authorized users.

3) The report distribution system allows on-line viewing of archived reports.  Access control is provided by the software product and administered by a customer coordinator.

4) Workload unit procedures exist regarding report distribution when an office courier or mail distribution system is used for output report distribution as well as for the production and distribution of key documents (e.g., payroll checks).

5) Authorization, logging, and audit trail documentation for non-routine distribution of system output exist.

6) Workload unit provisions for disposal of unclaimed output exist.

7) Controls that ensure adequate levels of approval over releasing data files to outside users exist.

8) Controls covering the import or export of data through any LAN gateways to other computerized systems beyond the LAN, the use of office automation equipment for non-business applications, and the introduction of non-authorized software into the LAN exist.

D. Data Backup

Customer Data Back-ups

1) DIS storage managers provide the necessary back-up capabilities to meet customer-requested needs. 

2) DIS implements standards for backup and recovery on systems not specifically covered by customer requirements.

3) DIS and customers have joint responsibility for backup and recovery procedures for equipment managed by DIS under Server Management contracts.

4) DIS executes customer established specialized backup and recovery procedures for systems the customer maintains. 

5) DIS provides baseline backup services for all data and programs as required by the application or data owner.

6) Baseline backups are performed for systems that require a secure, on-site backup. Additional off-site backups are performed for those systems that require it.

7) Copies of critical documentation and forms are stored in a secure, off-site location.

8) DIS backs up all mainframe-based DIS software, DIS-managed server software, databases, programs, and documentation.

9) DIS backs up all disk storage in the S/390 environment once each week.

10) DIS backs up all servers managed by DIS based on customer requirements.

11) On the Unisys system, DIS backs up select DIS and customer databases that reside on the dedicated DASD pool. The Department of Social and Health Services and Department of Licensing are responsible for backup and recovery of their own Unisys databases.

DIS has determined what records are needed to restore service for various levels of system failure and has established procedures for the creation, maintenance, verification, and emergency use of backup data exist. The following categories of data were considered:

1) Data files that include magnetic tape master files, disk dumps, and transaction files.

2) Application programs.

3) Job Control Language.

4) Systems software, including custom software.

5) Program and systems documentation.

6) Operational documentation.

7) Security, backup, and recovery procedures.

8) Audit records.

DIS Enterprise Local Area Network

DIS encourages employees to monitor the creation, use, and security of the computer files contained on the hard drive of their PC.  It is the responsibility of each DIS employee to evaluate the data contained on these PC files and create adequate backup to provide cost effective recovery in case data is accidentally lost.  It is recommended that DIS employees keep critical data on the Local Area Network (LAN) drives as they are backed up each night and secured by password access controls.

E. Media Protection

DIS works to secure critical information at the Data Center:

1) DIS contracts to provide alternate disaster recovery hot-site facilities for mainframe computing, telecommunication, and server backup services to recover services provided within the DIS Data Center.

2) Documentation containers are recycled on a demand basis.

3) DIS has no requirements for the emergency use or storing of any material other than high-usage laser printer paper and microfiche supplies.

4) Customers provide special forms and supplies required for their jobs and applications.

5) CSD documents and accounts for all customer forms and supplies processed at the Data Center.

6) RJE reports are distributed. 

7) To provide access security, DIS uses system software via the operating systems and locally developed systems to control access to the computing environments such as:

· Physical access controls.

· Software disablement during off-shift. 

· Hardware and software restriction based on access need of specific device.

8) DIS controls employee dial-in access with a network security system.  Identification is required to access the system.

9) DIS controls vendor dial-in access with a network security system.  Identification is required to access the system.

10) Off-shift terminal disabling checks time of day for each user on the Unisys platform.  Users may only access the mainframe during approved times.

Data Center - Tape Management

Media access is controlled through tape management software and procedures to restrict and monitor availability to authorized users.  Physical removal and return of tapes are monitored via recorded forms.  

Controls are identified for the following:

· Erasure of scratch media.

· Checkpoint and restart data.

· Log or journal files.

· Media library.
DIS Desktop and LAN Media Protection

· All equipment which is transferred or designated for surplus must have the all fixed storage media (hard drives, etc.) destructively reformatted in order to permanently remove any data; if this is not possible the media must be removed and replaced.

· All removable media (diskettes, CDs, etc.) which contain sensitive, confidential data must be erased and/or reformatted and physically destroyed before disposal.

F. Prevention of Unauthorized Use or Removal of Media

Control of unauthorized media access is through the use of tape management software and procedures to restrict and monitor availability.  Physical removal and return of tapes are monitored via recorded forms.

DIS Enterprise LAN Services controls access to LAN back-up media through procedures that restrict and monitor availability.  

DIS Policy 1.1.4 Use of State Resources outlines specific requirements placed on DIS employees that are applicable to media use.

http://inside.dis.wa.gov/asd/dispolicy/UseofStateResources.html
G. Data Encryption

At the DIS Enterprise level, DIS does not encrypt stored data.  For customers, DIS does provide tools enabling secure, encrypted transmitted, or session specific data via Fortress, Transact and VPN services.  

At a minimum, encryption is used when required by federal or state regulations or if there is confidential information with a high risk of unauthorized disclosure.

In areas that may require data encryption, DIS will follow or exceed the ISB standards, state regulations, or federal requirements where appropriate. 

H. Disposal of Sensitive Hardcopy Data

DIS has procedures for handling discarded or outdated sensitive documents that address:

1) Transportation.

2) Storage.

3) Destruction.

In addition to DIS shredding services, most DIS units have appropriate equipment for shredding of smaller quantities of sensitive documents.

The following policies describe handling data:

DIS Policy 1.1.5 Confidentiality of Customer Information 

http://inside.dis.wa.gov/asd/dispolicy/ConfidentialityofCustomerInformation.html and 

DIS Policy 5.1.3 Records Disposition Management provides supporting details to these processes.

http://inside.dis.wa.gov/asd/dispolicy/RecordsManagement.html
I. Software Testing

DIS follows industry standard security guidelines in the application development process and to identify design vulnerabilities in software appropriate to the intended client and delivery platforms.

1) Controls for processing accuracy are established based on customer requirements.  Typical customer processing accuracy controls may include:

a. Running file balance totals

b. Batch totals

c. Processing cycle transaction counts and dollar or hash totals

d. Separation of responsibility for operation and control checking

e. Sensitive document controls

2) DIS and its customers use security software and techniques to control and protect data.  

3) DIS makes application modifications in a test environment to minimize the effect of programming changes.

4) DIS provides software tools to allow testing and debugging of application programs.

5) DIS uses software products for change management in the computing and telecommunication environments.
The DIS Help Desk records all service and component problems detected by DIS employees or reported by customers in the problem tracking database.  The problem management process routes the problem record to the appropriate technical and management employees.

The following formal procedures are used for all significant modification and development efforts:

a. Identification and documentation of requirements

b. Development of Software Test Plans

c. Use of development or test platforms

d. Formal document of issues and resolutions

e. Documentation of formal go/no go requirements

VI. Network Security

A.
Network Management

DIS has a management function with the authority to establish network standards and procedures for such areas as:

1) Testing and approving equipment types that can be introduced to networks.

2) Determining all appropriate levels of management approval for changes to networks.

3) Communicating the network management policies and procedures to users of the network.

4) Documenting appropriate use of Virtual Private Networks (VPN).
5) Documenting appropriate use of wireless technology.

B. Equipment Control

· Acquisitions

Several steps are required to complete the acquisition process for equipment obtained.  In order to prevent any one individual from having control over the entire process, these specific processes, and the individuals who perform them, are insulated from one another.  Therefore, the same individual cannot award a bid, approve the purchase, receive (or not receive) equipment and post it to the inventory.

· Inventories
Regularly scheduled DIS internal physical inventories quickly prevent/detect potential internal pilferage.

C. Secure Location of Communications Equipment

For all customer supported and DIS Enterprise LAN Services:

1) Installs network equipment in a secure, locked facility with access limited to authorized individuals.

2) Locates master workstations that can change the access rights of other workstations or users in secure areas only.

D. Prevention of Tampering

For all customer support and internal LAN services DIS:

1) Places communications cabling out of sight.

2) Labels communication lines, where justified by data sensitivity and potential exposure within the equipment room and elsewhere, with a code maintained by telecommunications management.

3) Ensures that data packets transmitted through routers, switches, and gateways are appropriately filtered.

E. Network Security Breach Detection

DIS uses reporting processes to identify access control violators and utilizes procedures defined in each DIS service area's documentation.  In this process, responsibility and procedures for follow-up to unauthorized access attempts are assigned to the appropriate system and service managers.  

Specifically, the following items have been identified:

1) System access violations are logged.

2) Access violation reports are generated.

3) Logon IDs are disabled after three consecutive invalid passwords are entered.

4) Each service area maintains logs based on defined retention periods.

F. Audit Trails

Externally, control for processing audit trails exist and are customer driven. DIS establishes transaction audit trails for data on an application-by-application basis as needed and appropriate.

Customers requiring additional audit trails build those trails into their applications and systems.  Additional processes required by DIS to accommodate audit trails are negotiated as part of the customer agreement. DIS provides customer assistance in establishing audit controls.

Internally, Enterprise LAN Services, EBS, IT and BTS/Finance establish and review audit trails.

G. System Access Activity

DIS service area managers:

1) Ensure terminal access codes, menu screens, and personal passwords are changed a minimum of every 120 days. If current technology does not support hardened passwords, the password expiration period will be shortened to 60 days.

2) Ensure that computer system access rights are changed or canceled for individuals who have either terminated employment or changed job responsibilities.

3) Assign responsibility and procedures for follow-up to unauthorized access attempts.

4) Document the procedure for reporting unauthorized entry or unauthorized attempts to enter or otherwise breach any of the security areas.

These same processes are supported by DIS Enterprise LAN Services for internal DIS operations.

H. Virus Prevention, Detection, and Removal

DIS service area managers:

· Provide content in the DIS Quality and Employee Development Security Training regarding the threat of viruses.

· Use off-the-shelf virus scanning tools on appropriate servers and desktops with appropriate scanning intervals.

· Use response mechanisms to detected viruses, including communication to DIS Computer Security Incident Response Team (DISCIRT), security administrators and other users who may be at risk.

· Use mechanisms for dealing with detected viruses that cannot be deleted, including disconnection from network and hard disk decontamination.

· Use virus-scanning tools at the server level as appropriate. Each system establishes procedures for system administrators to review virus scanning logs. 

These same processes are supported by DIS Enterprise LAN Services for internal DIS operations.

I.
Network Access Security

Unisys Network

Unisys network logical security makes use of a unique identifier assigned to every Unisys network session.  These network session unique identifiers are pre-defined in the Unisys mainframe real-time communications system.  All Unisys network workstations (or terminal servers) are configured with one or more unique addresses associated with a communications controller line.  Unisys mainframe applications are associated with these unique identifiers.  Authorization to access a mainframe application is controlled by the unique identifiers.

TCP/IP
TCP/IP processing (e.g., internet access) is secured by the following:

1) A firewall router prohibits terminal and file transfer connections from being initiated to the state network from the outside.  

2) The firewall router is accessed for diagnostic and configuration change purposes only from the directly attached console.

3) All routers reside in physically secured areas.

4) Routers, other than the firewall, are accessed for diagnostic and configuration change purposes only from the directly attached console or adjacent consoles.

5) All routers have a set of different passwords.  The first level password allows diagnostic access only.  A second password is needed for configuration changes.

6) Passwords are changed a minimum of 120 days and only router and technical support personnel have them.

SNA Network Services
Applications
NetView - The security for access into the Network Performance Monitor (NPM) is controlled by defining the userid, password, scope of command (limits which command can be entered by that user), and span of control (limits what devices that command can be entered against) in a member within a secured NetView dataset.  Only the support employees and the general technical support employees have full read/write capabilities.  The scope of command and the span of control features limit all other employees.

NPM - The security for access into the Network Performance Monitor is controlled by defining the userid, password, and command profile (limits which command can be entered by that user).

Network Datasets

All SNA Network Services datasets are protected by security software packages and read/write capabilities are limited to specific employees.  

LAN Services

Facility and Office Security
Employees, facility owner and or the Olympia Police Department constantly monitor facility and office area security.  Actual or suspected breaches to security are investigated at once and reconciled immediately.

Operational
Client Access - The client logs onto the network via a userid and password.  This password must be a “hardened” (strong) password with a minimum length of eight bytes.  Also, this password must contain at least three of the following four types of characters:

· Lower case alphabetic characters (a-z).

· Upper case alphabetic characters (A-Z).

· Numeric (0-9).

· Special characters (!@#$%^*, etc.).

Passwords cannot contain the associated userid embedded in it.  Once passwords are changed, they cannot be changed for seven days.  Passwords are changed every sixty days.  Clients must use the Windows security screen (password regulated) to lock their workstation after a user-designated elapsed period of non-use.

LAN Backup/Security - A full backup is done on all LAN servers every night by the CSD Tivoli Service that results in backup tapes being stored off-site.

Network Operating System (NOS) - LAN Services personnel have administrative userid/password capability, which enables them to make NOS configuration changes as needed.

LAN Virus Protection - Virus protection is done on four different levels.  Runs in real-time continually scanning for e-mail viruses in mail sent to DIS from other state agencies or from the Internet.  Runs in real-time continually scanning for e-mail viruses in mail sent internally by DIS personnel to other DIS personnel.  Runs every night in batch mode scanning all files in all directories on all drives on all DIS servers for viruses.  Finally, all DIS workstations run real-time virus tools continually scanning for viruses.

Reporting Security Violations and Attempted Violation - Suspected security violations of any kind are reported by employees directly to their manager for investigation.

J.  DIS Incident Response Process and Procedures

1) DIS has established procedures:

In order to effectively address potential security incidents, a two-pronged approach has been developed and deployed.  Several DIS business units with missions coupled to computer and network security have a unified response process under the DIS Computer Security Incident Response Team (DISCSIRT). As the DIS first responder, a primary part of DISCSIRT’s mission is to respond to incident reports and provide computer security-related incident containment and recovery assistance through effective incident identification, coordination, communication, and analysis.

a. Reporting by end-users of anomalies in system performance

b. Reviewing trouble reports for possible indications of intrusion activity

c. Training on legal issues of incident handling

d. Coordination of potential intrusion activities with the DIS Security Officer

e. Restoration of service after a network compromise

f. Restoring the firewall when a compromise occurs

2)   DISCSIRT also coordinates the gathering and dissemination of information to the Washington State Computer Security Incident Response Center (WACIRC). This collaborative partnership of authorized agency security and IT professionals investigates potential computer security incidents and communicates with state agency security personnel regarding the status of the incident. WACIRC members work together to establish a strong defense strategy for the protection of the state's networks. The goals of WACIRC are to:

a. Provide a reliable, trusted, 24-hour, single point of contact for computer security related emergencies (DIS Help Desk)

b. Provide and facilitate sharing among state agencies for references to technical security-related information, tools, techniques and methods

c. Facilitate communication among experts working to solve security problems 

d. Encourage the development of quality security products and services through collaborative relationships with state agencies 

e. Promote a security profile for state government information technology (IT) resources

f. Promote computer security incident reporting and response handling awareness within state government 

g. Foster cooperation among state agencies for the effective prevention, detection, handling and recovery from computer security incidents

h. Provide the means for communication of alert and advisory information regarding potential threats and emerging incident situations

i. Coordinate the incident reporting and response capabilities of state agencies 

Detailed DISCSIRT and WACIRC processes can be found at: http://inside.dis.wa.gov/discsirt.htm 

And

https://wws2.wa.gov/wacirc/ and http://wacirc.wa.gov/
K. Remote Access Service by DIS Customers

Use of VPN

1) VPN solutions use industry standard protocols.

2) DIS requires all VPN solutions to operate through the DIS firewalls.

3) DIS operates VPN solutions using SecurID token authentication supported by the Washington State digital government framework
L. Remote Access by DIS Employees and Vendors Remote  

DIS has a policy that documents the procedures for employees that require and use remote access, http://inside.dis.wa.gov/asd/dispolicy/RemoteAccess.html.  Remote access provides a secure means for employees to access DIS Local Area Network (LAN), email, or DIS-supported computing environments.  Currently, DIS provides four types of remote access depending on the requirements of the employee authorized to use remote access.  The four remote access solutions are: Remote Access Server (RAS), Virtual Private Network (VPN), Outlook Web Access (OWA), and Host on Demand (HOD).  No other remote access method is authorized. See DIS Remote Access Policy 6.3.1:

http://inside.dis.wa.gov/asd/dispolicy/RemoteAccess.html
DIS has drafted policies for vendors using state owned equipment and remote access. 
Remote Access to E-mail Using Employee-owned Computer

For employees who require remote access only to their email folders and have access to a non state-owned computer with a suitable Internet browser, the employee may use Outlook Web Access (OWA) and shall complete a Remote Access Agreement.  No state-owned equipment will be issued.  While not required, the employee is encouraged to utilize an anti-virus product on their personal computer as a normal best practice.  If an employee uses broadband access (cable modem, DSL) to the internet a firewall device is recommended.
Remote access using the VPN method mandates authentication both with the user’s LAN logonid and strong password and with a SecurID token.  This means that the effective password is a ten-byte password that changes every minute.

Remote access using secure dial-in mandates authentication with SecurID tokens where technically feasible.  Clients using the RAS server access the limited number of phone lines local to the Olympia area.

Please refer to DIS Policy 1.1.4 Use of State Resources 

http://inside.dis.wa.gov/asd/dispolicy/UseofStateResources.html
And 

Refer to Policy 2.1.8 Telework for further details on remote access.

http://inside.dis.wa.gov/asd/dispolicy/Telecommuting.html
M.  Use of Wireless Access Technology

DIS does not currently support Wireless LAN Access Technology for its employees use. DIS will follow or exceed the ISB standards, state regulations, or federal requirements where appropriate when it begins supporting wireless access technology.
N.  WWW and Web Browser/Web Server Configuration and Use 

This section describes the security standards for using the Internet and running state Web-enabled applications over the Internet for both DIS customer services and DIS LAN Services. 

Internet Use and Connectivity

DIS or its employees within the shared State Government Network (SGN) shall not establish permanent or sustained Internet connections via an Internet Service Provider (ISP) from a networked station that bypasses the DIS security infrastructure.

Additional prohibitions on Internet usage include transmitting non-encrypted confidential information over the Internet.

1) Access Rules for Inbound Traffic to DIS

a. No unprotected protocols (no clear text passwords).

b. No LAN protocols (e.g. NetBios).

c. No discovery protocols (ping, traceroute, SNMP). 

d. No IP management protocols over the Internet.

e. No SMTP mail to unauthorized hosts. 

f. No unauthorized use or configuration of proxies in general.

2) Minimum Web Client Security Standards

a. All software used to access the Internet is approved by an authorized DIS authority and must incorporate all provided security patches that are appropriate to the environment in which it is operating.

b. Only DIS approved versions of browser software may be used. 

c. All outbound browser traffic (beyond the DIS Enterprise intranet) uses appropriate technology to prevent disclosure of IP addresses.

d. Files received from the Internet are checked for viruses by either using anti-virus software on the workstation or routing files to a repository server, checking for viruses, and forwarding the files to the appropriate workstation.

e. Control of portable logic or interactive Internet technology (i.e., Java applets, ActiveX controls).

3) Web Server Security Standards

All agency web servers must adhere to the following standards for operation and maintenance:

a. Information placed on any web site is subject to the same privacy restrictions as that applicable to the release of non-electronic information. Accordingly, before information is placed on the Internet, it must be reviewed and approved for release in the same manner as other official memos, reports, or other official non-electronic information.  DIS conforms to Executive Order 00-03, Public Records Privacy Protections, for its Web site information.

b. Users are forbidden to download, install, or run web server software without prior approval by a DIS authorized system administrator.

c. Any remote control of web servers (i.e., all administrator operations, including supervisor-level logon) is done from the console or properly secured sessions using strong authentication in compliance with the Washington Information Technology Security Policies and Standards.

d. Web server software and software of the underlying operating system employs all security patches and configuration options appropriate to the environment in which it is operating.

e. A public web server will not serve as a repository for confidential data.  A public web server may act as a proxy for access to confidential data located on secure servers. 

O. Standards for Digital Government (Internet) Application Submittal

DIS ensures that applications run within the existing capabilities of the Washington State Digital Government framework.  All new critical statewide applications are submitted to the DIS Portfolio Management Office for review according to Minimum Portfolio Submittal Contents.

If a new application or data source is to be integrated into a previously submitted environment, no subsequent submittal is required.

1) Minimum Portfolio Submittal Contents
a. Application description - Provide a general description of the purpose of the application and the nature of the information involved.

b. Application services - Describe the nature of the services to be provided to the user of the application (static data, interactive queries, data entry, electronic payments).

c. Authentication requirements (high, medium, low level of confidence) - Describe the level of confidence required for user authentication and provide a summary of the analysis completed to determine this level.

d. Certificate Authority integration (if required) - If the proposed authentication mechanism involves the use of digital certificates, describe any known application integration issues.
e. Application access control mechanisms - If the project involves providing access to an existing application, describe the nature of the application's access control mechanisms (userid, password, etc.).  If it is the intent of the agency to re-authenticate a user at the application level after they have been authenticated by a centralized mechanism and process (such as Fortress), describe the justification for not accepting the initial authentication. 

f. Encryption requirements - Describe any specific encryption requirements for data transmission and/or storage. 

g. Proposed development tools - If known, describe the proposed development tools to be used in the creation or modification of the application for use via the Internet.

h. Proposed Web server platform - If known, provide information regarding the hardware, operating system, and services provided by the Web server platform.

VII. Access Security

A.
General Access Security

All DIS mainframe, client/server, inter-networked, and standalone systems have access security controls in place consistent with the critical nature of the data processed.  These access controls meet, to the extent it is technically and operationally feasible for each system, the access security standards listed below.

Access security controls, practices, and procedures are documented and maintained by each system or service manager.  Service managers train DIS personnel on security practices and their individual security responsibilities. Where the standards cannot be met, system or service managers have documented the system's limitations and what alternative measures are taken to secure user access. (See Compliance Exception Summary, Appendix A)

Secure transactions occur within the Washington State Digital Government Framework.

http://www.wa.gov/dis/role/digitalgovguide/intro.htm 

B.
Access Security Standards

The following processes are applied by DIS services at the direction of customers or by DIS Enterprise LAN Services for internal operations as applicable.

1) Logon Controls 

a. System access is controlled through passwords and authorization codes validated by security software.

b. Logon ids are issued only after requests are authenticated.

c. Logon ids are assigned to specific individuals rather than functions or groups of individuals.

d. Shared logon ids are not allowed.

e. Concurrent use of logon ids is not allowed except when justified by business requirements.

f. Workstation access authorizations are deactivated when a workstation has been inactive for a specified length of time.

g. Users are locked out of systems after a maximum of three unsuccessful authentication attempts.

h. Logon ids are deactivated when an individual is subject to disciplinary action and placed on advisory leave pending decision.

i. Logon ids are deleted or deactivated when an individual leaves the organization or has a change in responsibilities.

j. Logon ids inactive for more than six months are deleted or deactivated, or the customer agency is notified of the inactivity.

k. Personnel records of former employees are checked to ensure that their workstation access rights have been deleted.

l. Security logs of all unsuccessful logon attempts and password violations are maintained.

m. Single authentication and single sign-on services are supported for Internet-based applications requiring user authentication via Transact Washington.

2) Password Controls
a. Hardened passwords are used and changed a minimum of every 120 days. Users are instructed in the selection and physical protection of hardened passwords.

b. Passwords are changed as soon as they expire. Where not supportable by operating system functionality, this is addressed in policy. 

c. Logon id owners may change their passwords where supported by the operating system.  (See Compliance Exception Summary, Appendix A)

d. Users are required to change their password on their first logon where supported by the operating system.

e. Users are instructed not to display or share their passwords.

f. Passwords are excluded from batch files except where operationally required.

g. Where supported by the operating system passwords may not be reused for a minimum of five iterations.

3) Dial-up Access Controls
a. Dial-up access is limited to instances where a more secure alternate is not available or is not cost justifiable.

b. Procedures exist to screen and authorize users to access the dial‑up system.

c. Dial‑up connections to the computer systems and workstations are controlled to prevent unauthorized access attempts.

d. Dial‑up connections available within the telecommunications network are identified and approved by management.

e. Security systems log all unsuccessful password or authorization code access attempts.

f. "Call back" or similar security devices, or logical network security passwords on dial‑up connections are established where the sensitivity of data is of great importance.

4) Recording of Telecommunications Access

a. All telecommunications accesses to computer systems are logged. 

b. Computer or telecommunications control logs are reviewed and follow-up is conducted on exceptions.

c. Exceptions are reviewed and resolved by appropriate levels of management.

d. Service Level Agreements require network service providers to log and support the review of exception situations.

5) Voice Telecommunication (SCAN) Authorization Codes 

a. Procedures are established requiring authorized requests for SCAN authorization codes.

b. Scan authorization codes are protected from unauthorized disclosure by appropriate system security mechanisms.

c. Employees are instructed not to share SCAN authorization codes.

6) Manufacturer, Software Vendor, and Third-party Access to Computer Systems
a. Manufacturer, software vendor, and third-party use of dial-up access lines to the computer systems are controlled and monitored.

b. Access numbers and access codes are changed a minimum of every 120 days.

c. Procedures exist for reporting unauthorized entry or attempted entry to computer systems via these lines.

DIS has written a policy dealing with vendor access to DIS owned hardware, software and network, DIS will follow or exceed the ISB standards, state regulations, or federal requirements where appropriate as soon as the policy is adopted.
Sanctions
Violations of this policy may result in disciplinary action up to and including termination of employment.
C.
Internet Access Security

1) User Authentication

DIS customer e-commerce and Internet-based applications requiring user authentication use the following Internet Access Control Risk Assessment Process to determine the appropriate authentication type.  The process documents the risks associated with unintended access and/or disclosure of application data.  The cumulative risk level, together with other documented factors, determines the required authentication type.

Internet applications that require user authentication employ an authentication process that provides an identity confidence level appropriate for the application and data.  A level of confidence is defined by the cumulative value of the processes, policies, controls, mechanisms, and technologies used in the authentication process.

There are three level of authentication available:

a. Low - e.g. reusable passwords. 

b. Medium - e.g. encryption and tokens to produce one-time passwords.  

c. High - e.g. digital certificates or other digital identities. 

2) Internet Access Control Risk Assessment

Owners of e-commerce and Internet-based applications determine the appropriate authentication type for their application by completing the Internet-based applications shall involve the use of authentication processes and mechanisms that provide a level of identity confidence (level of confidence) that is commensurate with the risk associated with unintended access and/or disclosure of data. “Level of Confidence" can be determined by assessing the processes, controls, mechanisms and technologies used in the authentication process to provide the following:

Identification and Authentication:  To initially establish and confirm the identity of an individual or entity and ensure that an authentication mechanism (e.g. digital certificate, password, etc.) used to authenticate an individual or entity has been securely issued. 

Authentication Integrity: To ensure that the authentication mechanism used to authenticate an individual or entity is responsibly managed and properly protected to prevent unintended use or compromise. 

Authentication Validation:  To confirm and validate the identity of an individual or entity upon presentment of the authentication mechanism to an Internet-based system. 

Application Security:  To ensure that an Internet-based application is properly insulated from direct access from the Internet, and that only individuals or entities whose identities have been positively validated are eligible to access the application.

The DIS process provides directions for:

a. Identification of any mandated requirements.

b. Documentation of risk issues and potential impacts.

c. An assessment of the user base.

d. Selection of an authentication mechanism that provides the appropriate level of confidence.
3) Identification of Applications Requiring Highest Authentication Level

The Information Technology Security Policy requires agencies to identify applications that require the highest level of confidence of identity.  No DIS applications have been assessed as requiring digital certificates for access.  When a DIS application requires digital certificates for access DIS will follow or exceed the ISB standards, state regulations, or federal requirements.
Preferred Portal
All applications that require authentication services rely on authentication validation processes and application security services provided by Transact Washington, SecureAccess Washington or Fortress and the Washington State digital government framework (network backbone), or alternative processes and mechanisms that provide an equivalent level of confidence.

VIII.
Security Training

A. Security Training Goals

DIS, Washington State's technology agency, is leading the way by building the technology infrastructure for tomorrow’s digital Washington.  DIS combines the best practices of the private sector with a public service mission in managing the state's computing and telecommunications facilities.

DIS is committed to developing and implementing on-going Information Technology security awareness and technical training programs appropriate for DIS employees and their specific roles in supporting the operation of the shared and trusted environment.

B. Training Activities

DIS provides:

1) Mandatory web-based information technology security awareness training for all employees, including the concepts outlined in the State of Washington Information Technology Security Standards and Guidelines.

2) Security awareness training as part of the employee orientation process.

3) Web-based tips and articles for employees, on an on-going basis, to promote security awareness.

4) Technical training as needed for technical staff using Web-based training at the Department of Personnel's (DOP) information technology classroom training and technical training offered by commercial vendors.

C.
Training Schedule

Web-based security awareness and technical training is offered on an on-going basis and available 7 days per week, 24 hours per day.

Classroom security training for technicians is scheduled by DOP and is advertised on the DOP Web site at http://hr.dop.wa.gov/edtp/pages/contents.htm.

A Quarterly Security Awareness Newsletter (located on Inside Washington) provides articles regarding security issues. 

D.
Security Training Administrator

Information Technology Security Awareness training is administered by the Quality and Employee Development Office.  DIS appointing authorities are responsible for ensuring their employees receive adequate security training to support the critical functions of their units.

IX.
Security Program Maintenance 

A. Review and Modification

In compliance with the Information Technology Security Standards adopted by the ISB in November 2000, DIS reviews, evaluates, and updates its information technology security policies, standards, and guidelines annually or more frequently whenever its business, computer, or telecommunications environments undergo change.  Such change may include modifications to:

1) Physical facilities.

2) Computer hardware/software.

3) Telecommunications hardware/software.

4) Telecommunications networks.

5) Application systems.

6) Internet-based information systems.

7) Impacts related to organizational or budget changes.

B. Annual Certification

June 30 of each year, the DIS director provides annual certification to the ISB that a Security Program has been developed, implemented, and tested starting with the year 2002.  

C. Security Program Maintenance Responsibilities

DIS' Enterprise Security Services (ESS) facilitates the process of maintaining the DIS Security Program as designated in the Security Function Areas and DIS Systems Services Areas Matrix (Appendix B).  

1) ESS documents procedures used for making changes to security processes, procedures, and practices as designated in the Service Area Function Matrix. ESS provides procedures for distributing initial and updated DIS information technology security policies, standards, and guidelines.

2) ESS provides notification to the agency of any updates or changes made to the Security Program.

3) ESS Program Manager is also the agency Security Officer.

D. Audit Requirements

An audit is performed at DIS once every three years for compliance with the Information Technology security policy and standards.  Parties independent of the DIS information technology organization conduct the audit.  ESS maintains documentation showing the results of the audit and plans for correcting material deficiencies that the audit identifies.

E. Information Technology Security Audit Standards

The SAO may audit agency information technology security processes, procedures and practices to ensure compliance with information technology policies and standards (State Auditor Information Technology Security Policy Audit Standards).
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