How to Login to TEMS Using Hardened Passwords 

Passwords

TEMS will check the content of passwords against Washington State’s Information Services Board rules.

The State Information Services Board has issued regulations and guidelines that require passwords to contain certain characters.  TEMS checks your password against these guidelines.  

Passwords must:

· Be at least eight characters long

· Contain a special character such as  ! # $ % ( ) * + , - . / : ; = ? @ [ ] { } \ ^ _ | ~
· Contain two of the following three items:

· An upper case letter

· A lower case letter

· A number

· Cannot contain your first name or your last name

Passwords must be changed in the following instances: 

1. Upon expiration of the password at the interval set by the customer agency (e.g. 60 days, 90 days, up to 120 days).
2. After first use of a temporary password obtained through the “Forgot Password” link on the login screen.

3. After first use of a temporary password obtained from an Agency System Administrator.

The Login Screen

To login you need to enter the TEMS User Id, Password, and Agency Number.
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TEMS User ID:
An example of a TEMS User ID:  Beam.Jim.L (lastname.firstname.middleinitial)

An example of an agency number:2350 (The number must be four characters long)

If the user enters an incorrect User ID or Agency Number, TEMS provides the following message:
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TEMS Password:

The following screens are provided to assist the user in entering a new password.

If the user incorrectly types the confirmation password, upon changing their password, TEMS provides the following screen:
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If the user incorrectly types the old password to be used as the new password, TEMS provides the following screen:
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If the user incorrectly types a password that does not conform to the rules, TEMS provides the following message:
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Hyperlinks:
TEMS provides two hyperlinks on the initial login screen:

Home and Forgot Password.

Home provides a link to the TEMS initial login screen.

Forgot Password enables you to change your password without the System Administrator’s help.

Clicking on the Forgot Password hyperlink yields the following screen:
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If the user enters a correct User ID and Agency Number, TEMS provides the following screen:
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If the user enters an incorrect User ID or Agency Number, TEMS provides the following screen:
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The following screen illustrates the e-mail message which provides a temporary password:  Do not try to respond to this email.

Please do not reply to this system-generated email message.

You requested a temporary password.
It is: NAygkYyG 

Use this temporary password to login to the Travel and Expense Management System.
The first time you log into the Travel and Expense Management System with this password, you will be required to change it. 

Please remember the state's rules for passwords:

	· The password cannot contain your first name or last name. 

· Must be at least 8 characters long.
Must contain two of these three items:

· An uppercase letter. 

· A lowercase letter. 

· A number.

· Must contain a special character such as...! # $ % ( ) * + , - . / : ; = ? @ [ \ ] ^ _ ` { | } ~ 

	



If you have trouble, please contact your TEMS Agency Administrator.
Upon using the temporary password, the user will be prompted to immediately change the password.
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The “Travel and Expense Management System Change Password” Screen will appear in the following instances:

1. Upon expiration of the password at the interval set by the customer agency (e.g. 60 days, 90 days, up to 120 days).
2. After the first use of a temporary password obtained through the “Forgot Password” link and

3. After first use of a temporary password obtained from a System or Agency Administrator.

Profile

The TEMS password may also be changed via the Requestor’s profile.  Click on the Profile Tab to display the following screen.
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Clicking on the “Change Password” link will provide this screen:
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Enter the current password, the new password and the new password again as confirmation and click the “Save” button to complete the process. 
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