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Google Docs Security Assessment
Introduction 
Recent activities and correspondence have indicated usage of Google Docs for collaboration for O365/SharePoint activities.  
Google Docs is Google's "software as a service" office suite. Documents, spreadsheets, presentations can be created with Google Docs, imported through the web interface, or sent via email. Documents can be saved to a user's local computer in a variety of formats (ODF, HTML, PDF, RTF, Text, Office Open XML). Documents are automatically saved to Google's servers, and a revision history is automatically kept so past edits may be viewed (although this only works for adjacent revisions, and there is currently no way to find and isolate changes in long documents).
The use of Google Docs has raised some concern that the collaboration is not in alignment with OCIO policy for the use of external collaboration services. A review of the OCIO policies and guidance that apply to this potential collaboration solution was conducted to determine areas which may need further analysis and discussion before a more significant usage of Google Docs is undertaken.
Additionally, there have been a number of well publicized recent security breaches for Google Docs that would warrant careful review of this product as a collaboration tool for the state.

Architecture
Google Docs, Sheets and Slides are a free, web-based word processor, a spreadsheet program, and a presentation program respectively, all part of an office suite offered by Google within its Google Drive service. It was formerly a storage service as well, but has since been replaced by Google Drive. 
It allows users to create and edit documents online while collaborating with other users live. The three apps are available as web applications, as Chrome apps that work offline, and as mobile apps for Android and iOS. The apps are compatible with Microsoft Office file formats. The suite also consists of Google Forms, Google Drawings and Google Tables (beta). While Forms and Tables are only available as web applications, Drawings is also available as a Chrome app (from Wikipedia).
The suite is tightly integrated with Google Drive. All files created with the apps are by default saved to Google Drive. 
Google Docs serves as a collaborative tool for editing documents in real time. Documents can be shared, opened, and edited by multiple users simultaneously and users are able to see character-by-character changes as other collaborators make edits. Users cannot be notified of changes, but the application can notify users when a comment or discussion is made or replied to, facilitating collaboration.
Security Risks – Information Disclosure Risk
The following security risks are associated with the use and implementation of the service:
· The Google EULA has a number of provisions that would violate OCIO Policy relating to data retention, data ownership, and disclosure.  The following items are contained in the Google ULA:
· “Some of our Services allow you to upload, submit, store, send or receive content. You retain ownership of any intellectual property rights that you hold in that content. In short, what belongs to you stays yours. 
· When you upload, submit, store, send or receive content to or through our Services, you give Google (and those we work with) a worldwide license to use, host, store, reproduce, modify, create derivative works (such as those resulting from translations, adaptations or other changes we make so that your content works better with our Services), communicate, publish, publicly perform, publicly display and distribute such content. The rights you grant in this license are for the limited purpose of operating, promoting, and improving our Services, and to develop new ones. This license continues even if you stop using our Services (for example, for a business listing you have added to Google Maps). Some Services may offer you ways to access and remove content that has been provided to that Service. Also, in some of our Services, there are terms or settings that narrow the scope of our use of the content submitted in those Services. Make sure you have the necessary rights to grant us this license for any content that you submit to our Services. 
· Our automated systems analyze your content (including emails) to provide you personally relevant product features, such as customized search results, tailored advertising, and spam and malware detection. This analysis occurs as the content is sent, received, and when it is stored. 
· Therefore, Google communicates that intellectual property is still held by the individual who places the content on their services, but they retain full access and use and reserve the right to provide that information to anyone they choose to.
OCIO Policy and Standards and Guidance That Apply to the use of Google Docs.
According to the OCIO IT Security Standards 141.10:
1) 1.2.1. Design Review
The agency must request a security design review for maintenance and new development of systems and infrastructure projects when one or more of the following conditions exist: 
• (3) An agency project or initiative impacts risk to state IT assets outside the agency.
· Use of Google Docs has not had a Design Review conducted to determine compliance with OCIO standards.
2) 4.2.  Data Sharing 
Agencies must ensure that sharing data with the public at large complies with the OCIO Public Records Privacy Protection Policy and other applicable statutes or regulations.  When sharing Category 3 and above data outside the agency, an agreement must be in place unless otherwise prescribed by law. The agreement (such as a contract, a service level agreement, or a dedicated data sharing agreement) must address the following: 
• (1) The data that will be shared. 
• (2) The specific authority for sharing the data. 
• (3) The classification of the data shared. 
• (4) Access methods for the shared data. 
• (5) Authorized users and operations permitted. 
• (6) Protection of the data in transport and at rest. 
• (7) Storage and disposal of data no longer required. 
• (8) Backup requirements for the data if applicable. 
• (9) Other applicable data handling requirements.

· As the data being stored outside the state network has not been assessed it is unknown if the data contains Category 3 information such as IT infrastructure or other sensitive data.  Therefore it is unknown if the use of Google Docs is compliant with OCIO standards.

3) 4.4.  Secure Data Transfer 

Agencies must appropriately protect information transmitted electronically. The transmission of Category 3 and above information outside of the SGN requires encryption such that: 

• (1) All manipulations or transmissions of data during the exchange are secure. 
• (2) If intercepted during transmission the data cannot be deciphered. 
• (3) When necessary, confirmation is received when the intended recipient receives the data. 
• (4) Agencies must use industry standard algorithms, or cryptographic modules validated by the National Institute of Standards and Technology (NIST). 
• (5) For agencies not on the SGN, this standard applies when transmitting Category 3 and above information outside of the agency's secure network.

· It is unknown whether Category 3 data is contained in the Google Docs collaboration effort, therefore it is unknown if the use of this approach is in compliance with OCIO standards.

According to the OCIO Online File Storage Guidance – (These are Excerpts from the Guidance Document):

· Use of online file storage services should be expressly authorized by appropriate agency action.
· Prior to authorizing the execution of a "click-through" agreement, if used for such services, agencies should review the applicable Terms of Service, which constitute a binding contract between the service provider and the agency.
· Agencies are expected to ensure that online storage of state records is expressly authorized and is in compliance with these guidelines. Agencies may want to determine which types of data are authorized for storage in online file services or mobile devices, regardless of data category. Online storage may not be appropriate even for some category 1 or 2 records.   
· Employees must only use agency-approved online file storage services, and agency-provided accounts on those services to share state records or access them from other computers and mobile devices. Employees are not permitted to use personal accounts, even on approved services, for state business. Likewise, employees must not use personal email accounts to transfer or share state records. This enables the employee and agency to manage state records according to state law and agency policy. 

Recommendation
An appropriate Design Review should be conducted for the use of Google Docs as a collaboration tool for the State of Washington to determine if it can be used securely and effectively for established categories of data.  
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