
Integrating privacy into security review – March 2023

Privacy Threshold Analysis



Today’s 
agenda

• PTA and Privacy Impact Assessment overview

• The PTA process as part of security design review

• PTA completion tips

• Introduction to PIAs



PTA and PIA overview
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Preparation
Ensure a clear understanding of the process and roles 
and responsibilities.
Define the scope of the review.

PTA
Provide a high-level description of the project and 
describe if PII is involved. 
Determine whether a PIA is required.

PIA
Consider the Washington State Agency Privacy 
Principles.
Document privacy risks and mitigation strategies.

Privacy Risk Mitigation Plan
Clearly define how each mitigation strategy will be 
implemented.

Periodic Review
Revisit past PTAs and PIAs.
Update or replace, as needed.

Preparation

PTA

PIA
Privacy Risk 
Mitigation

Plan

Periodic 
Review



Industry standards
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E-Government Act of 2002
• Federal agencies must conduct PIAs

State privacy laws
• Covered organizations (private sector) must conduct PIAs in certain 

circumstances in California, Colorado and Virginia

• Washington Privacy Act (not passed) would require covered organizations 
(private sector) to conduct PIAs in certain circumstances

Europe
• Organizations (private and public) must conduct PIAs



Key benefits
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• Formalize a place for privacy consideration

• Shift left – be proactive, consider privacy when there is time to 
address risks

• Ensure consistency with applicable laws and privacy principles

• Expand perspective – consider privacy risks through lens of 
potential harm to constituents rather than harm to organization

• Decrease privacy risks / increase trust

• Improved collaboration – privacy is inherently multi-disciplinary and 
PIAs foster collaboration between business and technical teams
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The PTA process 
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A PTA/PIA is conducted for business processes, systems, programs and 
technologies that involve PII. 

• The process is initiated early in the development or procurement 
process for new projects. 

• The process is initiated when there are substantive changes, such as:

• Adding or merging data, changing technology solution, using new sources, 
sharing with new entities, changing data uses

Ideal state
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• Not just external customers

• Not just elements from RCW 42.56.590

• Not just Category 3 and 4 information

Personally identifiable information (PII)
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• You will not receive an automated message if:

• Outside of tenant

• Answer submission form incorrectly

• Understanding of project changes

• Send message to privacy@watech.wa.gov

• OPDP/OCS will monitor to identify projects that did not have 
PTA assigned

What if I don’t get an automated message?
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SDR may be closed after 
submitting PTA, but 

additional privacy review 
may be required



PTA completion tips
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PTA Topics
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• Privacy Contact (or person 
completing form)

• General description and 
purpose of project

• Is PII being collected, used, 
maintained, disclosed or 
otherwise processed?

• Information about which types 
of individuals will be included 
(e.g. public, minors, state employees)

• Highest level category of data?

• Does the project involve any of 
the following types of data?

• (e.g. SSN, immigration/citizenship, 
financial or tax data, CJIS, biometric, 
health information, geolocation)

• Describe how data will be used 
and who may have access?

• External data sharing?
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Data characteristics
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Data characteristics
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Data characteristics
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Data characteristics
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Data characteristics

26



Data characteristics
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Data characteristics
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Data use and sharing
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Data use and sharing
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Introduction to PIAs
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• The Privacy Threshold Analysis (PTA) is a brief, high-level document 
that gathers the intended types and uses of personal information. 

• It is used to help determine whether a Privacy Impact Assessment 
(PIA) should be conducted.

• A PIA should be conducted when there is a significant risk of privacy 
harms.

• What factors should be considered?

When is a PIA required?
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When is a PIA required?
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Factors that could indicate heightened risk
Considerations for sensitive information Considerations for processing activities
Race or ethnicity Selling data
Religious or philosophical beliefs Using new technologies
Mental or physical health Monitoring geolocation
Sex life or sexual orientation Large scale processing, including monitoring 

a public place on a large scale
Citizenship or immigration status Using data to make automated decisions 

that could have legal or similarly significant 
effects

Genetic or biometric information Profiling that could foreseeably lead to unfair 
or disparate impact on individuals

Information about minors



• Washington State Agency 
Privacy Principles

• Public agencies have an 
obligation to handle PII about 
Washington residents and 
employees in fair and 
transparent way to ensure 
public trust.

PIA Analysis Aligns to Washington State Privacy Principles
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• What are the legal 
authorities for collection 
& use of PII?

• Sources of PII? Data 
elements needed?

• Purpose of project? How 
does it support agency?

• Who has access to PII

• Is notice provided? Who or 
why not? How is agency 
ensuring compliance?

• Opt in? Opt out? Decline? 
Access? Correct? 
Procedures?

• 3rd party access to PII? 
Agreements in place? 
Records of disclosures?

PIA Analysis Aligns to Washington State Privacy Principles
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• Helps agency be intentional about: 

• Collection, Use, Sharing, Protecting PII

• Proactive adoption of policies and procedures for treatment of PII

• Mitigates harm and risk

• Public trust

Benefits of PIA
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• After review of PTA, you will receive an email stating whether or not 
the project requires a PIA.

• Rough numbers – out of approx. 35 PTAs 4 so far have required 
PIA. Involve your privacy professionals in PTA.

• OPDP is here to help! PIAs should not and do not need to be 
completed on your own.  We are here to help think through 
answers and best way to complete PIA and mitigate risk.  It should 
be a consultative process.

PIA Process
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Questions?

Website

• watech.wa.gov/Privacy

Email

• privacy@watech.wa.gov
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