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Agenda

• Case Study – Mission 
Pulhapanzak

• Program framework

• Call to Action

• Q/A



Information Security is about Risk Management

Requirements for a risk-aware agency community

• Risk ownership.

• Uniform framework.

• Risk-focus.

• Compliance as a baseline.





Mission Pulhapanzak: Reach the Waterfall 
Base





Why would I do this?





Hazard Recognition



Threats

• Jagged gorge walls

• Boulder-laden rapids

• Waterfall hydraulics

Uneven, wet ledges

Underwater logs

Falling debris



Vulnerabilities

• Blunt  & Sharp Force Trauma

• Lack of experience

• Disorientation



Waterfall Safety Tips

1. Wear sturdy hiking shoes or boots.

2. Stay on developed trails. 

3. Pay attention to warning signs and rules posted near waterfalls.

4. Never climb on or around waterfalls.

5. Never jump off waterfalls or dive into plunge pools.

6. Supervise children and pets carefully.

7. Never play in the stream or river above a waterfall, or try to take 
photos at the top of a waterfall.



Is this enough information?





Intel from my team

• October – February is the high-hazard window.
Ideal time between March and June

• Sections of the waterfall to avoid.

• Circumstances behind injuries and deaths.



Tips from my team

• Safety vs. Maneuverability.

• Focus on footing, balance, and grip.

• Carelessness leads to injury or worse.



Focus through Context



The Risks



Preparation

• Physical and mental training.

• Purchase safety gear.
Water shoes
Flotation vest
Head gear





The Day of Truth



Key Risk Indicators

• Poor weather conditions.

• Unstable cliff walls.

• Presence of dangerous animals.







Applying these lessons to your agency



Risk Team

• Threats – Verizon threat report, Security 
Operations, US-CERT, threat intel.

• Vulnerabilities – Security Operations, 
vulnerability intel, CISA.

• Business Impact – Agency management and 
Enterprise Security Governance 



Program Risk 
Management

Control



CSF Core – Strategy Level

Function Objective

Identify Identify risks to systems and data.

Protect Safeguard the delivery of agency capabilities.

Detect Detection of cybersecurity events that pose a threat.

Respond Respond to mitigate the impact of a cybersecurity event.

Recover Restore capabilities impaired due to a cybersecurity event.



CSF Core – Tactical Level



CSF Core – Operational Level



CSF Tiers

Focus Area Tier 1 - Partial Tier 2 - Risk Informed Tiers 3 - Repeatable Tier 4 - Adaptive

People

Little awareness of agency risk.

An agency is aware of its risk.  
However, implementation of 

cybersecurity measures to manage risk 
is piecemeal.

Agency implements policy and 
procedures to manage risk 

consistently.

Agency anticipates risk 
management needs by analyzing 

internal and external trends.  
The agency also collaborates 

with other agencies with 
common missions to manage 

risk at the State level.

Process

Technology

State

Target Tier





Risk Monitoring

Risk Indicators

• Derived from a risk assessment.

• Lagging indicators alert to risks that 
happened.

• Leading indicators are an early-
warning system.C

Control Indicators

• Derived from a risk assessment.

Types
• Internal audits.
• Vulnerability scans.
• Penetration tests



Call to action

• Identify your risk team.

• Understand the org risk management maturity 
level.

• Make the risk tangible.



Questions?
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