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Todays Discussion’s:

• Users:
• Do’s and Don’ts.
• Tools to help build and protect 

passwords.
• Identity Managers:

• Deciding the rules.
• Resources and guidance.

• How a hacker can win easy.
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Users

• Do’s and Don’ts.
• Multi-factor.
• Testing your password.
• Has your password been 

compromised.
• Password Managers.



Do’s and Don’ts

DO:
• DO change your password regularly.

• DO pick a password you will remember so 
you DON'T have to write it down.

• DO use a mix of uppercase and lowercase 
characters.

• DO use punctuation marks and special 
characters such as #, $, %.

• DO choose a line or two from a song or poem 
and use the first letter of each word, preceded 
or followed by a digit. 

• Use a password manager

DON’T:

• DON'T include all or part of your username, 
first name, or last name.

• DON'T make obvious choices like your 
nickname, birthdate, spouse name, pet name, 
make/model of car, or favorite expression.

• DON'T share your password with anyone.

• DON'T use a word contained in English or 
foreign language dictionaries, spelling lists or 
commonly digitized texts such as the Bible or 
an encyclopedia.

• DON'T use an alphabet sequence (lmnopqrst), 
a number sequence (12345678) or a keyboard 
sequence (qwertyuop).
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Multi-factor 
Authentication

Multi-factor authentication is a method in which a 
user is granted access to a website or application 
after successfully presenting two or more pieces of 
evidence to an authentication mechanism: 
knowledge, possession, and inherence.
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Testing Passwords

• If you are unsure of the strength of your password 
there are tools that you can use to help you evaluate 
your choice.

• Let's look at one.
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University of Illinois at
Chicago



University of Illinois at
Chicago continued
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If you suspect your account may have been part of a 
previously reported breach, there is a resource to 
check.
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Compromised Passwords



haveibeenpwned.com
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haveibeenpwned.com
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Password 
Manager
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A password manager is a computer program that 
allows users to store, generate and manage their 
personal passwords for online services. A password 
manager assists in generating and retrieving complex 
passwords, potentially storing such passwords in an 
encrypted database or calculating them on demand.



Free Password Manangers
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• Lastpass
• Keepass
• Dashline
• Keeper



KeePass
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KeePass



Identity Managers
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• Determine Policy for password
• Resources available:

• NIST 800-53(Rev. 4)
• NIST Special Publication 800-63B



NIST 800-53

• NIST has already developed a set of security 
controls around Identity management that we can 
review and build from based on our needs.
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NIST 800-53

What is a security control and what are the parameters 
associated with controls?

Controls are the operational, technical and 
management safeguards used by information systems 
to maintain the integrity, confidentiality and security of 
federal information systems.

Basically: It’s a list of rules with adjustable variables to 
meet the needs of an information system. 



NIST Access Controls

IA-1, IA-2(1), IA-5, IA-5(1), IA-5(2), IA-5(3), IA-5(11)

• NIST security controls or broken down into control 
families.

• We are going to focus on Identification and 
authentication controls related to passwords for 
moderate impact systems.



NIST 800-53 IA -2 Example

The information system uniquely identifies and 
authenticates organizational users (or processes acting 
on behalf of organizational users).
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IA-5 (1) AUTHENTICATOR MANAGEMENT | PASSWORD-BASED AUTHENTICATION
The information system, for password-based authentication:

IA-5 (1)(a) Enforces minimum password complexity of [Assignment: organization-defined 
requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, 
numbers, and special characters, including minimum requirements for each type];

IA-5 (1)(b) Enforces at least the following number of changed characters when new passwords are 
created: [Assignment: organization-defined number];

IA-5 (1)(c) Stores and transmits only cryptographically-protected passwords;

IA-5 (1)(d) Enforces password minimum and maximum lifetime restrictions of 
[Assignment: organization-defined numbers for lifetime minimum, lifetime maximum];

IA-5 (1)(e) Prohibits password reuse for [Assignment: organization-defined number] generations; 
and

IA-5 (1)(f) Allows the use of a temporary password for system logons with an immediate change to 
a permanent password.

NIST 800-53 IA -5(1) Example



NIST Special Pub 800-63B

• This publication is focused on recommendations for 
password policies.
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NIST Special Pub 800-63B
Summary
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•Length: 8 character minimum and 64 character maximum.

• Length: 8 character minimum and 64 character maximum.

• Password list: Screen new passwords against a list of 
commonly-used, expected, or compromised passwords.

• Composition rules: Skip character composition rules as they 
are an unnecessary burden for end users.

• Password Expiration: Change passwords only if there is 
evidence of compromise.



Hackers

Users and security personnel put a lot of effort into 
implementing strong passwords, policies and other 
security measure to protect our systems.

All that work can be for nothing if we are not vigilant with 
who we are share our passwords with.
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Credential Harvesting
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• Credential harvesting emails attempt to trick users 
into entering their credentials into a fraudulent 
website to steal their login information



Credential Harvesting Example
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Credential Harvesting Example
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Resources
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 haveibeenpwned.com



Thank you!
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