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WaTech’s Cloud Highway service delivers private high-speed connectivity for
state government to securely access cloud-based IT resources. The service
leverages carrier-class infrastructure, service provider best practices, a
dedicated path from the State Data Center and the Quincy Data Center to
Cloud Service Providers to safeguard state agencies from the threats inherent
to the Internet.

The Cloud Highway leverages WaTech'’s digital ecosystem and state
government’s economies of scale in delivering a cost-sharing enterprise
service available to all of state government. WaTech’s connectivity strategy
uses high-speed ethernet circuits to connect to the world’s largest ecosystem
of public clouds, data, and Internet of Things (loT).

Intended customers

There are 14 state agencies currently leveraging the state’s Cloud Highway.
This service is intended for organizations that connect into WaTech'’s digital
ecosystem that includes, but is not limited to, organizations that are
connected to the State Government Network (SGN) and organizations that
are part of the Small Agency Services.

Options available with this service

e Access to all Cloud Service Providers (CSPs) and external partners
available through the Equinix digital ecosystem.

e Access to all Software as a Service (SaaS), Infrastructure as a Service
(laaS), and Platform as a Service (PaaS) providers collocated in the
Westin Building Exchange in Seattle, Washington.

e For those customers that require additional redundancy, WaTech’s
Cloud VPN service ensures high availability for state government.

e Scalable bandwidth options are available, ranging from 50MB to 10GB.

Customer engagement

Helpful information

Service category
Cloud

Service availability
24/7/365

Planned maintenance
Performed as required during
non-peak hours.

Related services
e Network
e Domain Naming Services
e Managed Firewall
e Cloud Virtual Private
Network (VPN)
e Transport and Connectivity
e Enterprise Cloud Computing

(ECC) Program

How to request service
Submit a request for service
through our Customer Portal.

Service Owner
Mikel Costello

e Semi-annual customer Town Hall with all Network Services teams providing updates and gathering customer

feedback.

e Monthly Technology Management Council (TMC) and Business Management Council (BMC) meetings for agency
CIOs and IT leaders to inform and sponsor enterprise strategy, policy, and investments.
e Regularly scheduled meetings between customers and Business Relationship Managers (BRMs) to connect,

advise, address concerns, and provide solutions.

e Weekly group calls for state CIOs and CISOs to provide updates on important and immediate issues and actions.
e Regular outreach to solicit feedback, provide updates and inform agencies on emerging projects, initiatives, and

services.

e Requests for new consultations and modifications to existing applications.
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https://watech.wa.gov/services/Cloud-Highway
https://watech.wa.gov/services/Cloud-VPN
https://watech.wa.gov/services/Network
https://watech.wa.gov/services/Domain-Naming-Services-DNS
https://watech.wa.gov/services/Managed-Firewall
https://watech.wa.gov/services/Cloud-VPN
https://watech.wa.gov/services/Cloud-VPN
https://watech.wa.gov/services/Transport-and-Connectivity
https://watech.wa.gov/Enterprise-Cloud-Computing-Program-ECCP
https://watech.wa.gov/Enterprise-Cloud-Computing-Program-ECCP
https://watech.servicenowservices.com/csm?utm_medium=email&utm_source=govdelivery
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Action plan
Current activity Contain Expand
F 3
e Continue to collaborate with state agencies to onboard them to the Take No Action 5
. Beyond Minimal romote/
Cloud Highway at a rate of one agency every other month. Refresh Sustain
e Increasing the capacity of the Cloud Highway from 20 GB to 30 GB
(system-wide). Actively Work to Refresh/
e WaTech’s professional and experienced team continues to expand their Retire Realign
competency in Azure, AWS, and Google Cloud Platform supportability — =
Discontinue Improve

to better assist customers.

e Seek to integrate Cloud Highway connectivity into the “Cloud
Government Network” to enable agencies to further refine their cloud
security goals, simplify the state’s hybrid cloud design, and to optimize cloud workloads.

o Disaster Recovery (DR) plan refinement and DR testing schedule.

One- to two-year goals

o Seek to integrate this enterprise service into WaTech’s network allocation.

e Continue to evaluate new technology to provide state government private connectivity to public cloud services.

Actively monitor and evolve the available bandwidth capacity to align with the state’s adoption of cloud digital

services and legislative intent (as declared in House Bill 1274).

Continue to align with WaTech'’s Enterprise Cloud Computing Program and the statewide cloud strategy as these

strategic initiatives evolve.

Evaluate off-ramp connectivity options to facilitate potential use of Secure Service Edge (SSE) services to support

Zero-Trust Architecture (ZTA) efforts.

e Evolve service to work alongside the Software Defined-WAN (SD-WAN) to enhance agency cloud connectivity,
network resiliency, traffic optimization, and DR options.

Three- to five-year goals
o Extend Cloud Highway connectivity to other locations around the United States based on customer demand.
e Continue to align this service with WaTech’s Enterprise Cloud Computing direction.

Dec Jan

30Gb Bandwidth Capacity Upgrade @ 40Gb Capacity Upgrade available (based on demand)
W Approved System Resiliency Strategy— JUNE
Cloud Highway ¢  Add system resiliency (extend connectivity to Portland)

¢ su pport GCP adoption (based on demand)
@ Align system with Zero Trust

Service review and fully loaded service budget projection
Revenue source:

The Cloud Highway service operates on a pay-per-use rate structure. Revenue received from this rate structure,
coupled with revenue from the Data Network central service model goes directly against the costs incurred to provide
this service.
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https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftrackbill.com%2Fbill%2Fwashington-house-bill-1274-concerning-cloud-computing-solutions%2F1987052%2F&data=04%7C01%7Cmike.costello%40watech.wa.gov%7C98e6b7a6019641b5fba308d9e4fb4c88%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637792590258282576%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=Ru4%2B0z%2B5VVL6iA2XuSDax9qVBA9XU5WCqN71XsTPaxk%3D&reserved=0
https://csrc.nist.gov/pubs/sp/800/207/final
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Net Income over time:

Network Services (all) | Revenues & Expenses
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