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Oregon Legislative Fiscal Office
• Legislative Fiscal Officer is appointed by co-chairs of Joint Committee on Ways and Means

• The Legislative Fiscal Office (LFO) is a permanent nonpartisan legislative service agency that: 
o Provides comprehensive research, analysis, and recommendations on state’s biennial budget 
o Evaluates state expenditures, program administration, and agency organization 
o Assists in developing Legislature’s adopted balanced budget 
o Prepares fiscal impact statements on legislative measures 
o Publishes detailed analyses, summary documents, and briefs on budget-related topics 
o Performs other duties as directed by the Legislative Fiscal Officer

• https://www.oregonlegislature.gov/lfo  
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• https://www.oregonlegislature.gov/bills_laws/ors/ors171.html 
https://olis.oregonlegislature.gov/liz/2025I1/Committees/JLCIMT/Overview 
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CLOUD COMPUTING
ESSENTIAL CHARACTERISTICS, DELIVERY & 

DEPLOYMENT MODELS
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Cloud Computing 
Essential Characteristics, Delivery & Deployment Models

Source – NIST Special Publication 800-145 (September 2011)
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NIST Cloud Computing Standards Roadmap
Cloud Actors

Source – NIST Special Publication 500-291, Version 2 (July 2013)
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NIST Cloud Computing Standards Roadmap Service Models 
Cloud Consumer & Provider Activities

Source – NIST Special Publication 500-291, Version 2 (July 2013)
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NIST Cloud Computing Standards Roadmap

Source – NIST Special Publication 500-291, Version 2 (July 2013)
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NIST Cloud Computing Reference Architecture
Combined Conceptual Reference Diagram

Source – NIST Special Publication 500-291, Version 2 (July 2013)
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Cloud Delivery Models – Technology Stack Controls

https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html 
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Cloud Delivery Models – Anything-as-a-Service (XaaS)
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Cloud Service Security – Who’s Responsible? 

https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html 

It’s a Shared Obligation/Responsibility
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COMMON RISKS, ISSUES, AND 
CHALLENGES

CLOUD AND AS A SERVICE (XAAS) SOLUTIONS
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Cloud Solutions - Risks, Issues, and Challenges 
 (Governance, Policy, Operational)

1. Governance, Policy and Oversight

2. Procurement (Contracting) and Legal

3. Organizational and Cultural Barriers
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4. Workforce and Training Deficits

5. Data Governance and Compliance

6. Incident Response and Business Continuity

Cloud Solutions - Risks, Issues, and Challenges 
 (Governance, Policy, Operational)
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7. Cost, Budget and Financial Oversight

8. Compliance and Audit Limitations

9. Vendor Lock-in and Exit Strategy (Disentanglement)

10. Multi-jurisdictional & Policy Alignment (laws, rules, policies)

Cloud Solutions - Risks, Issues, and Challenges 
 (Governance, Policy, Operational)
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Cloud Solutions - Risks, Issues, and Challenges
Risk / Issue Description
1. Identity, Credential, & Access Management Weaknesses Over-permissioned roles, missing MFA, unmanaged keys or service accounts.

2. Insecure APIs and Interfaces Unprotected endpoints, poor input validation, and weak authentication.

3. Misconfiguration and Poor Change Management Open ports, default passwords, open storage, unmonitored configuration drift.

4. Weak Cloud Security Architecture & Segmentation Flat networks, poor segmentation, unclear shared-responsibility boundaries.

5. Insecure Software Development Unverified dependencies & libraries, lack of code scanning/testing, unprotected registries

6. Unsecured Third-Party Integrations Weak trust models, external connectors without validation or continuous monitoring.

7. System and Application Vulnerabilities Unpatched operating systems, libraries, or middleware, vulnerable APIs.

8. Data Leakage and Exfiltration Unencrypted data, public buckets, or weak access policies, unmonitored environment.

9. Insufficient Encryption & Key Management Improper rotation, key exposure, or non-FIPS algorithms.

10. Inadequate Monitoring & Logging Missing or siloed logs, poor anomaly detection, no automated alerting.

11. Resource Sprawl & Shadow IT Unmanaged cloud accounts or SaaS subscriptions, rogue XaaS purchasing.

12. Backup & Recovery Gaps Sole reliance on provider, no tested recovery plans or immutable backups.

13. Multi-Tenancy Risks Cross-tenant vulnerabilities and side-channel attacks, hypervisor misconfigurations

14. Legacy or Hybrid Integration Issues Insecure connections between on-prem and cloud systems, inconsistent patching, etc.

15. Insufficient Security Testing/Continuous Assurance Limited scanning, testing, or continuous assurance controls.
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Cloud Security Alliance
Top Threats to Cloud Computing Deep Dive
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Cloud Security Alliance
Top Threats to Cloud Computing Deep Dive
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Cloud Security Alliance
Top Threats to Cloud Computing Deep Dive
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Cloud Security Alliance
Summary (Threats, Control Failures, and Loss)
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Cloud Security Alliance - Top Threats to Cloud Computing 
Key Takeaways
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Cloud Security Alliance - Top Threats to Cloud Computing 
Key Takeaways
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SECURE CLOUD SERVICE 
ACQUISITION, DEPLOYMENT & USE

RISK AND AUTHORIZATION MANAGEMENT PROGRAMS
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Risk and Authorization Management Program - Checklist

https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html 
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Cloud and as-a-Service Procurement – Terms and Conditions

https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html 

• Clause 1. Definitions
• Clause 2. Data Ownership
• Clause 3. Data Protection
• Clause 4. Data Privacy
• Clause 5. Data Location
• Clause 6. Data Access
• Clause 7. Import/Export of Data
• Clause 8. Security Incident or 

Data Breach Notification
• Clause 9. Breach Responsibilities
• Clause 10. Background Checks
• Clause 11. Non-Disclosure and 

Separation of Duties
• Clause 12. Right to Remove 

Individuals

• Clause 13. Security
• Clause 14. Access to Security 

Logs and Reports
• Clause 15. Retention, 

Preservation and Archival of
• Security Logs and Reports
• Clause 16. Encryption of Data 

at Rest
• Clause 17. Contract Audit
• Clause 18: Data Center Audit
• Clause 19. Continuous 

Monitoring
• Clause 20. Responsibilities and 

Uptime Guarantee

• Clause 21. Change Control and 
Advance Notice

• Clause 22. Subcontractor Disclosure 
• Clause 23. Business Continuity and 

Disaster Recovery
• Clause 24. Compliance with 

Accessibility Standards
• Clause 25. Web Services 
• Clause 26. Subscription Terms
• Separation of Duties
• Clause 27. Notification of Legal 

Requests
• Clause 28. Termination and 

Suspension of Service

Note: May/may not be applicable to each cloud service model (IaaS, PaaS, SaaS)
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Cloud and as-a-Service Procurement – Building RAMP into Contracts

https://papers.govtech.com
/Best-Practice-Guide-for-
Cloud-and-As-A-Service-
Procurements-141869.html 

October 13, 2025 OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST

https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html
https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html


30

Cloud and as-a-Service Procurement – Terms and Conditions

https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html 
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Risk and Authorization Management Program - Alternatives

https://papers.govtech.com/Best-Practice-Guide-for-Cloud-and-As-A-Service-Procurements-141869.html 

DIY RAMP

• ARIZONA
• TEXAS (TX-RAMP)
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GovRAMP Statuses

Snapshot 
Cyber NIST Score 
of 40 Controls

Progressing 
Snapshot 
Cyber NIST Score 
of 40 Controls + 
Monthly Advisory 
+ Quarterly 
Snapshot Updates

Core Status 
Demonstrates 
achievement 
with assessment 
of 60 NIST 
Controls by 
PMO, Quarterly 
ConMon + 
Documentation

Ready Status
Demonstrates 
achievement with 
Ready Audit of 80 
NIST Controls by 
3PAO, Monthly 
ConMon + Annual 
Assessment + 
Documentation

Authorized or  
Provisionally 
Authorized 
Status
Demonstrates 
achievement with 
Security Audit of 
300+ NIST 
Controls by 3PAO, 
Monthly ConMon 
+ Annual 
Assessment + 
Documentation

Assessment & Validation Conducted by PMO Assessment by 3PAO, with PMO Validation & ConMon

https://govramp.org/ 
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Continuous 
Monitoring
Providers must comply with 
Continuous Monitoring 
requirements to maintain the status 
of Core, Ready, Authorized, or 
Provisionally Authorized.

Providers may grant viewing access 
to Participating Governments at the 
Standard Access level or the 
Elevated Access level.

View Continuous Monitoring 
Policies & Escalation Process for 
more:
www.GovRAMP.org/templates-
resources. 

Monthly or quarterly 
vulnerability 

reporting from 
Provider to PMO

Monthly or quarterly  
POA&M Update from 

Provider to PMO

*Annual assessment 
by 3PAO submitted to 

PMO

Monthly or quarterly 
reporting from PMO 

to Participating 
Governments
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GovRAMP Adoption Tiers for 
SLED Agencies

Accept Prefer Require
Indicates that an organization allows 
a GovRAMP assessment to satisfy a 
business requirement in addition to 
other assessments.

Indicates that an organization offers 
preference or additional evaluation 
points for GovRAMP assessed 
products.

Indicates that an organization fully 
adopts & requires GovRAMP from 
solicitation through award & contract 
management.

Examples:
1. Accepts GovRAMP Snapshot, Core, 

Ready or Authorized for all contracts 
in addition to other risk assessments.

2. Accepts GovRAMP Ready at 
solicitation, in addition to other risk 
assessments for IT contracts, 
satisfying the requirements for the 
organization’s internal risk 
assessment management program.

Examples:
1. Gives the highest preference to 

GovRAMP products.

2. Offers additional evaluation points for 
GovRAMP engagement (e.g. full 
points for GovRAMP 
Ready/Authorized, half points for 
Security Snapshot, no additional 
points if not GovRAMP engaged).

Examples:
1. Requires GovRAMP Ready 

or Authorized for all cloud contracts. 
Providers must grant visibility as a 
requirement of the contract.

2. Requires GovRAMP Security Snapshot 
at the minimum at the point of 
solicitation and then require they 
achieve Core status within 12 months 
of contract award.

GovRAMP Best Practice 
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 Go-live Date: July 1, 2025 
 Adoption Level: GovRAMP Required
 Adoption Model: The Two-Year On-Ramp Model [Learn more]

Best Practice Case Study: State of Utah

New Contracts and Solicitations
• Product must be GovRAMP or FedRAMP engaged to bid and be selected; or  
• If the product does not have a FedRAMP or verified GovRAMP status, the product must:

• Be enrolled in the GovRAMP Progressing Snapshot Program 
• Achieve a verified status of Core within 12 months of contract
• Achieve a verified status of Ready within 12 – 18 months of contract
• Achieve a verified status of Authorized/Provisionally Authorized within 18 – 24 months of contract

Existing Contracts Not Up for Renewal – At point of new solicitation

Effective July 1, 2027 – All solicitations with a requirement of GovRAMP or FedRAMP must 
hold Core, Ready, or Authorized/Provisionally Authorized status 
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OREGON INFORMATION 
TECHNOLOGY (IT) PROFILE

OPERATIONAL MODEL, CLOUD STRATEGY, 
CYBERSECURITY
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Oregon Information Technology Profile
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Executive Branch IT Governance/Organizational/Operating Model - Decentralized to slightly federated
State CIO Enterprise IT Services – Enterprise IT Planning, Policy/Standards, & Oversight; Enterprise IT Projects; State 
Network, Data Center, Cybersecurity (Unified in Exec Branch), e-Government Web Portal, Enterprise Open Data/GIS
Agency IT Services – Agency IT Planning, Policy/Standards; Agency IT projects; Application Development & Support, 
Local Area Network/Desktop Support, cybersecurity (in partnership with State CIO), Agency Websites, Data/GIS  

IT Workforce – Executive Branch (2023-25)
* 2344 IT Classified Positions across 50 agencies

Only 254 positions under State CIO supervision (< 11%)
47680 Exec Branch Positions - IT support ratio – 1:20

IT Expenditures – Executive, Legislative, Judicial (2023-25)
$2.3 B USD (IT spend) vs $127.7 B USD (All Funds Biennial Budget) ~ 1.8 %

Estimate 75-80% of IT spend - Legacy Systems/Technical Debt
Limited $ available for IT innovation & modernization

Legislative Branch, Judicial Branch, & Constitutional Offices
Govern/Manage IT operations independently

Not subject to State CIO Authority
Overseen by Legislative Fiscal Office

OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYSTOctober 13, 2025
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Executive Branch IT Organizational Structure
Governor

DAS Office of Enterprise 
Information Services (State CIO)

Department of Administrative Services 
(DAS Director/Chief Operating Officer)

Agencies, Boards, and Commissions  
(Directors, Executive Directors)

Deputy State CIO

Assistant State CIOs
(Administration & 
Business Services, 
Education, Healthy 

People, Natural 
Resources, Public Safety, 

Transportation & Econ 
Development)

State CISO
State Chief Technology Officer
State Chief Data Officer
State Data Center Director
EIS IT Program Directors

Division Directors
  Chief Financial Office
  Chief HR Office
  Enterprise Asset Mgt.
  Enterprise Goods & Svcs. 
(App Dev & Support Staff) 

State Procurement Services 
(Statewide IT Procurement)

DAS Office of IT (DAS CIO)
Service Provider: 
LAN/Desktop/M365 for Small 
Agencies, Boards, & Commissions

Division Directors

IT Programs 
(Agency CIOs/IT Directors)
  Helpdesk/Call Centers    
  LAN/Desktop/Mobile Devices
  App Dev & Support Staff
  Cloud Services (IaaS, PaaS, SaaS)
  Websites/Apps/Content Mgt.    
  Operational Cybersecurity
  Data Mgt./Other

IT Procurement
  Delegated authority from DAS
  Must comply w/State CIO Policies

OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYSTOctober 13, 2025
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Office of Enterprise Information Services
Cloud Forward Strategy
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CYBERSECURITY 

OREGON EXECUTIVE BRANCH
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Unifying Cybersecurity in Oregon’s Executive Branch 
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Cyber Security Services Organization
Full Cybersecurity suite of services

Office of Enterprise Information Services
State Cyber Security Services (CSS)
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Office of Enterprise Information Services
State Cyber Security Services (CSS)

Cybersecurity Operational Initiatives

Operational Initiatives

Plan for Modern Cyber Tools
Staff Training & Certifications.
Establish & Nurture Partnerships.
Complete CSS Reorganization.
Publish CSS Services Catalog
Identify Mission Critical State Information Assets.

Proactive Threat Monitoring Capability.
Centralized 360-degree visibility of Identity & State 
Information Assets.
Increased Cyber Maturity Across all agencies, boards 
and commissions.
Mature Cloud Security Provisioning.
Develop & Publish SOP for all core services provided.

Build Cyber Partnerships with all 36 counties in the 
state.
Conduct Cyber Exercises to identify and close 
cybersecurity gaps.
Develop Cyber Command to effectively control & 
manage cyber incidents .
Host Cyber Academy to educate state decision 
makers and partners.

2024 2025 2026

CRAWL WALK RUN
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CSS Initiatives in Flight:

Office of Enterprise Information Services
State Cyber Security Services (CSS)
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Office of Enterprise Information Services
State Cyber Security Services (CSS)

Why discuss 
Zero Trust
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Office of Enterprise Information Services (EIS)
State Cyber Security Services (CSS)

Enterprise Identity and Access Management/Identity Governance Approach Planning

EIS IAM/IGA – Strategy 

EIS, and agency stakeholders have identified 
initial key program outcomes for a whole-of-state 
Identity Program that focuses on implementing an 
identity governance approach with complimentary 
identity management technologies to support 
agency identities, including State-employees, 
vendors/contractors, first-responders, retirees, 
commission members.
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Office of Enterprise Information Services
State Cyber Security Services (CSS)

CASB Overview:

MS CASB Planned 
Implementation Overview
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Office of Enterprise Information Services
State Cyber Security Services (CSS)

Security Awareness 

AI Security 
Awareness

Cloud Security 
Awareness

Mobile Security 
Awareness

DevOps Security 
Awareness

Human Risk Management Improvements

Spear, Whale, 
Smishing, Vishing, 

Angler

IOT Security 
Awareness

Multi Discipline Quarterly Training
October 13, 2025 OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST
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Office of Enterprise Information Services
State Cyber Security Services (CSS)

Cybersecurity Awareness Campaign
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https://programs.govramp.org/oregon-and-stateramp/ 

State of Oregon and GovRAMP (formerly StateRAMP)
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https://programs.govramp.org/oregon-and-stateramp/ 

State of Oregon and GovRAMP (formerly StateRAMP)
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OREGON CLOUD SECURITY 
POLICIES

OREGON OFFICE OF ENTERPRISE INFORMATION 
SERVICES (STATE CIO)
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EIS – Cybersecurity Services – Cloud Security – Cloud Guardrails Implementation Guide 
December 2024
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https://www.oregon.gov/das/policies/107-004-150.pdf https://www.oregon.gov/das/policies/107-004-150_PR.pdf 

State of Oregon Cloud and Hosted Systems Policy and Procedure
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Exhibit A: https://www.oregon.gov/das/policies/107-004-150.pdf  

State of Oregon Cloud and Hosted Systems Workbook Guide and Form
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https://www.oregon.gov/das/Policies/107-004-150_PR_Attachment.docx 

State of Oregon Cloud and Hosted Systems Workbook Guide and Form
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Executive Branch: Updated Interim Generative AI Access and Usage Guidance

Data Governance Policy Information Asset 
Classification Policy

AI Access and Usage Guidance

https://www.oregon.gov/das/Policies/107-004-160.pdf  https://www.oregon.gov/das/Policies/107-004-050.pdf  
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Legislative Fiscal Office

900 Court Street NE, Room H-178, Salem, Oregon 97301

Oregon State Capitol | (503) 986-1828 | www.oregonlegislature.gov/lfo

Questions?
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Contact Information
Sean McSpaden, Principal Legislative IT Analyst
Oregon Legislative Fiscal Office
Committee Administrator:

– Joint Legislative Committee on Information Management and Technology

– Transparency Oregon Advisory Commission

Email: Sean.L.McSpaden@oregonlegislature.gov | Phone: 503-986-1835

59October 13, 2025 OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST

mailto:Sean.L.McSpaden@oregonlegislature.gov

	Slide Number 1
	Table of Contents
	Oregon Legislative Fiscal Office
	Oregon Legislative Fiscal Office (LFO)�Provides Professional Staff Support
	Joint Legislative Committee on Information Management and Technology
	Cloud Computing
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Common Risks, Issues, and Challenges
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Secure Cloud Service acquisition, deployment & use�
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	GovRAMP Statuses
	Slide Number 33
	GovRAMP Adoption Tiers for SLED Agencies
	Slide Number 35
	Oregon Information Technology (IT) Profile�
	Oregon Information Technology Profile
	Slide Number 38
	Slide Number 39
	Cybersecurity �
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Oregon Cloud Security Policies�
	Slide Number 53
	Slide Number 54
	Slide Number 55
	Slide Number 56
	Slide Number 57
	Questions?
	Contact Information

