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WaTech Current Members

Washington Technology Solutions

Chair, Ralph Johnson - WaTech

Industry Members TSB Members
Chris Callahan - Cybersecurity Infrastructure Matt Boehnke - Senator
Security Agency (CISA) James Feore - Aarvark Intel
Alex DiGiacomo - Sound Transit Viggo Forde - Snohomish County
David Shaw - Intuitus Cyber Bill Kehoe - WaTech

Executive Branch Representatives Other Government
Tristan Allen - Military Dept. Andreas Bohman - University of Washington
Joe Beaney - Military Dept. Mathew Jaeger - Lewis County
Rick Griffith - Office of the Attorney General Justin Roach - Spokane County
Kim Hort - WaTech
James McMurphy — Health Care Authority
Mark Quimby — WaTech
Samantha Rorabaugh — Dept. of Corrections
Matt Stevens — WaTech
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WaTech

Washington Technology Solutions

Today's
Agenda

9:00 am

9:10 am

9:20 am

9:35 am
2:55 am

10:10 am

10:25 am
10:30 am

Call to Order

o Roll call
e Approval of December 4, 2024
Meeting Minutes

Committee Roles and Responsibilities
Refresh

Leg Update: Bills with a Security
Component

Enterprise IT Security Strategic Plan
SLCGP Update

Exec Session: RCW 42.105.291(4)

(Closed Session)

Public Comment

Adjournment

TSB Security Subcommittee

Ralph Johnson
Bill Kehoe

Ralph Johnson

Angela Kleis

Ralph Johnson
Zack Hudgins



Washington Technology Solutions

\
WaTech \

Committee
Roles &

Responsibilities
Refresh

Ralph Johnson
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WaTech Technology Services Board
Security Subcommittee

Purpose

To work together with a shared dedication to enhancing the security
posture of Washington state as outlined in RCW 43.105.291.
Address information security risks with urgency and regularly assess

tools and services in the State of Washington ecosystem to achieve
the objectives and safeguard the data and infrastructure of
Washington state.

m
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https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.291

WaTech Technology Services Board

Washington Technology Solutions

Security Subcommittee

Key Committee and Member Responsibilities:

m

Advise the Technology Services Board (TSB) on concerns related to information security within
the state of Washington.

Collaborate on mitigating current and future security risks based on external and internal
security sources and alerts.

Review emergent cyberattacks and threats to critical infrastructure sectors to identify gaps in
state agency cybersecurity policies.

Assess emerging risks to state agency information technology.

Recommend activities and solutions to minimize the state’s threat landscape and attack
surface.

Recommend a reporting and information-sharing system to notify state agencies of new risks,
risk treatment opportunities, and projected shortfalls in response and recovery.
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Legislative
Update

Angela Kleis
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Legislative update

e Today is 32" day of 2025 Session
« 105 days = long session
« Committee jurisdictions for security bills

« Technology
« State government
* Elections

* Bills tracking with security component
 1672,5014,and 5017
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Enterprise IT
Security
Strategic Plan

Ralph Johnson
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WaTech 2 Workshops Facilitated

Washington Technology Solutions

100+ Security Leaders Invited to Participate
70+ Security Leaders in Attendance
1200+ Ideas Generated

By the 140+ Strategic Themes Created
Numbers 13 Initially Drafted Goal Areas and Statements
6 Prioritized Goal Areas and Statements
90+ Security Leaders Representing
30+ Agencies Provided Input During Webinar
Unitying Statement, 3 Goals, Goal Statements,
and 4 Pillars
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\ WASHINGTON STATE
' & ¢ Enterprise IT Strategy: Security
.y 2025-2027

GOAL1 GOAL 2 GOAL 3
Earning Trust Increased Shaping
through Secure o Partnership & o Tomorrow with a
Digital Collaboration = Skilled Cyber
i for a Safer
Services o : o Workforce
Washington
Foster trust and confidence Enhance cybersecurity and drive Establish Washington as a national
in government services by innovation through shared leader in cybersecurity
prioritizing data protection and responsibility across state agencies by building a future-ready workforce
security in every interaction and strategic partnerships with through recruiting top talent,
with our residents. governments, academia and developing skills, fostering

community partners. adaptability and retaining expertise.

Our Pillars: Risk Management | Digital Trust | Integrity | Governance
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Unifying Statement

Protecting What Matters—
Our Residents, Our Systems,
Our Future

é TSB Security Subcommittee 13




WaTech

Washington Technology Solutions

GOAL 1:

EARNING TRUST
THROUGH SECURE
DIGITAL SERVICES

Foster trust and confidence
in government services by
prioritizing data protection
and security in every
interaction with our
residents

Goals and Goal Statements

GOAL 2:

INCREASED
PARTNERSHIP AND

SAFE WASHINGTON

drive innovation through
shared responsibility
across state agencies and
strategic partnerships with
governments, academia,
and community partners.

COLLABORATION FOR A

Enhance cybersecurity and

/
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GOAL 3:

SHAPING TOMORROW
WITH A SKILLED CYBER
WORKFORCE

Establish washington as a
national leader in

future-ready workforce
through recruiting top
talent, developing skills,
fostering adaptability, and
retaining expertise.

cybersecurity by building a

/




WaTech Pillars

Washington Technology Solutions

Risk Management - Proactively identity, assess, and mitigate
risks to ensure resilience across all systems and services.

Digital Trust - Foster confidence in digital government services
through secure, transparent interactions.

Integrity - Uphold ethical standards and accountability across
all cybersecurity initiatives.

Governance - Establish structured policies and frameworks for
effective decision-making, consistent operations, and oversight.
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Washington Technology Solutions

Next Steps

Develop a written Strategic Plan to provide direction to
the Strategic Framework.

Present a fully developed Strategic Plan to ESG in
March.

Form Goal Teams - volunteers from governance groups
(ESG, TSB, BMC, etc.).

Charter and empower Goal Teams to pursue goal
achievement.

TSB Security Subcommittee



WaTech Connect with Us

Washington Technology Solutions

" | Communication - expect more updates
' throughout 2025 as the work of the goal
teams progresses.

Questions - please reach out to us:
> ralph.johnson@watech.wa.gov
Y kim.hort@watech.wa.gov

b -/
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Grant Program
(SLCGP) Update

Zack Hudgins




Washington Military Department

Emergency Management Division WaTe Ch l
Washington Technology Solutions

SGP Overview

Part of bi-partisan Infrastructure Investment Jobs Act (I1JA) — assist state, local, and tribal governments
with managing and reducing cyber risk.
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* Program is jointly administered by FEMA (grant processing) and CISA (approvals).

* Washington Technology Services (WaTech) is the technical lead, scoring and ranking lead, and facilitator of
the Planning Committee; the Chief Information Officer is the primary decision maker.

* Washington Military Department (MIL)/Emergency Management Division (EMD) as the State
Administrative Agency (SAA) manages the funding to include passthrough agreements.

 Four years of funding, Federal Fiscal Year (FY) 2022-2025 - Projected $18.4 million total.
» Federally required match provided by the State Legislature during first two years.
* 80% of the award must be obligated to local entities.

* 25% of the award must be obligated to rural entities (population less than 50K).

* 20% of the award can be retained for State purposes/projects

* Higher Education included in state 20% piece.
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Washington Military Department

:J Emergency Management Division WaTe C h
Washington Technology Solutions

Sttus of Funding Years — FY22

* Entities who applied: 99, 143 projects
* Total funding requested: $15,478,157 (53.8 million avail)

* Types of projects
* Plan and policy development to include response and recovery
 System testing and vulnerability assessment
* Firewalls and security hardware
* Monitoring and response systems
* |dentity management/MFA
* Program development
* Training to include certification of IT staff

* Application round outcome:
* FY22: 94 projects funded
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Washington Military Department

2 4 V) Emergency Management Division WaTech
Washington Technology Solutions

Sttus of Funding Years — FY23

* Entities who applied: 107, 189 projects
* Total funding requested: $18,364,538 (57.4 million avail)

* Types of projects
* Continuation of policies, tabletop exercises
 System testing and vulnerability assessment
* Firewalls and security hardware
* Monitoring and response systems
* |dentity management/MFA
* Training to include certification of IT staff

* Application round outcome:
* FY23: 125 projects funded

* FY 24 Total funding: 55,621,825
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Washington Military Department

Emergency Management Division WaTECh l
Washington Technology Solutions

Requirements

Each project must aligh with one Objective

OBIJECTIVE 1: Develop and establish appropriate governance structures, as well as develop, implement, or revise cybersecurity plans, to improve
capabilities to respond to cybersecurity incidents and ensure continuity of operations.

OBIJECTIVE 2: SLT agencies understand their current cybersecurity posture and areas for improvement based on continuous testing, evaluation, and
structured assessments.

OBIJECTIVE 3: Implement security protections commensurate with risk (outcomes of Objectives 1 & 2)

OBIJECTIVE 4: Ensure organization personnel are appropriately trained in cybersecurity, commensurate with responsibility.

Sign up for CISA services - required if funded:

* Cyber Hygiene Services (web application scanning and vulnerability scanning) Free Cybersecurity
Services and Tools: Cyber Hygiene Vulnerability Scanning | CISA

» Nationwide Cybersecurity Review (NCSR) (cisecurity.org) — due by 12/31 each year

22


https://www.cisa.gov/resources-tools/services/free-cybersecurity-services-and-tools-cyber-hygiene-vulnerability-scanning
https://www.cisa.gov/resources-tools/services/free-cybersecurity-services-and-tools-cyber-hygiene-vulnerability-scanning
https://www.cisecurity.org/ms-isac/services/ncsr
https://www.cisecurity.org/ms-isac/services/ncsr

Washington Military Department

Emergency Management Division WaTec h
Washington Technology Solutions

Questions?

Please contact:

Grant and Application related questions:
Melissa Berry, SLCGP Program Manager
melissa.berry@mil.wa.gov

Planning Committee and Application scoring related questions:
Zack Hudgins, Privacy Manager
zack.hudgins@watech.wa.gov

* FAQ: SLCGP Frequently Asked Questions | WaTech
 Website: State & Local Cybersecurity Grant Program | WaTech

23
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https://watech.wa.gov/slcgp-frequently-asked-questions-updated-may-2024
https://watech.wa.gov/state-local-cybersecurity-grant-program

Executive
Session
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Washington Technology Solutions

Executive Session in progress.

Resuming public meeting at 10:25 am.

é TSB Security Subcommittee 25
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Washington Technology Solutions

Thank you for coming!

Next meeting is May 8, 2025

TSB Security Subcommittee
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