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Technology Services Board (TSB)
Security Subcommittee Meeting Minutes

May 8, 2025

9:00 a.m. —10:30 a.m.

Hybrid — 1500 Jefferson St SE, Olympia, WA, Presentation Room and Virtual via
Zoom

Call to Order - Bill Kehoe

Bill Kehoe called the meeting to order, conducted a roll call confirming a quorum, and proceeded
with the approval of the February 13, 2024, meeting minutes. After a brief review, Senator Boehnke
moved to approve, the motion was seconded, and the minutes passed unanimously.

Security Strategic Plan Update — Deanna Brocker

Deanna Brocker presented updates to the Enterprise IT Security Strategic Plan based on feedback
from the TSB Security Subcommittee. Changes included adding privacy to Goal 1, including Local
Government and academia in Goal 2, and incorporating "adaptive" and "emerging technologies"
into Goal 3. She asked the committee for ideas on how to effectively communicate and brand the
plan as an enterprise-wide initiative. Suggestions included engaging business leaders rather than
just IT staff, addressing regional differences between Eastern and Western Washington, providing
clear action items, and aligning the plan with business objectives.

DeepSeek Al — Ralph Johnson

Ralph Johnson provided a review of DeepSeek and explained why blocking it is being considered. It
was noted that CISA has recommended a ban and that similar restrictions exist at state and federal
levels. Concerns were raised about DeepSeek having multiple versions, including a U.S.-based lab,
and one agency has already blocked it using Microsoft Defender. Discussion emphasized the risks
of using non-U.S. applications and the importance of knowing where data is stored. Questions were
raised about whether contract teams are evaluating vendor data storage practices and
cybersecurity standards, such as FedRAMP. It was mentioned that all Al vendors are currently
under review.

State & Local Cybersecurity Grant Program (SLCGP) Update — Zack Hudgins

Zack Hudgins provided an overview of two years’ worth of projects and agreements tracked by the
Military Department, noting that a single agreement can include multiple projects. Of the 76
agreements, 68% have been distributed. A GAO report highlighted 839 projects, many supporting
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small organizations that require minimal funding to address significant issues. Volunteers are
needed to score FY24 SLCGP project requests from September through December. It was also
noted that available funding is decreasing while matching fund requirements are increasing.

State Security Projects: Zero Trust — Ralph Johnson

Ralph Johnson explained that Zero Trust is a framework based on key principles: no implicit trust,
continuous identity verification, least privilege access, and assuming attackers may already be
present. It's recommended due to evolving threats like Al-driven phishing, challenges with remote
work, and the limitations of traditional security models. The approach involves using platforms such
as SD-WAN, Next Generation Firewalls, and Secure Service Edge (SSE). There was discussion
about the need for funding and awareness, with confirmation that implementation is progressing
incrementally. Ralph noted growing interest from other organizations in learning about the state’s
Zero Trust efforts.

10:12 am - Executive Session

An executive session was held for 10 minutes to discuss sensitive security topics and information
pursuant to RCW 43.105.291(4). The session closed at 10:29 am; no action was taken.

Public Comment
No public comments were received.

The meeting was adjourned at 10:30 am.

Submitted by Rhonda Mendel, Office of Cybersecurity Administrative Assistant
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