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Roll Call

TSB Security
Subcommittee




WaTech Current Members

Chair, Ralph Johnson - WaTech
Co-Chair, Bill Kehoe - WaTech

Industry Members TSB Members
Alex DiGiacomo - Sound Transit Matt Boehnke - Senator
David Shaw - Intuitus Cyber James Feore - Aardvark Intel
Viggo Forde - Snohomish County
Executive Branch Representatives Local Government Rep
Tristan Allen - Military Dept. Karen Campbell - University of Washington
Warren Gordon - WaTech Justin Roach - Spokane County

Rick Griffith - Office of the Attorney General
Kim Hort - WaTech

James McMurphy - Health Care Authority
Mark Quimby - WaTech

Samantha Rorabaugh - Dept. of Corrections

m
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WaTECh ?2:00am  Call to Order Bill Kehoe

Washington Technology Solutions

7:10am  Charter and Membership Review Ralph Johnson

7:20am  Annual Joint Meeting with the Military per Ralph Johnson
RCW 43.105.291(1)(5)

9:25am  SLCGP FY24 Grant Application Update Zack Hudgins
Melissa Berry

’ 9:35am  Changing Vectors: The Al Threat - A Brief  David Shaw
TOd ay S Outlook

Ag en d d 9:45am  Zero-Trust Update Ralph Johnson

9:55am  Open Discussion: Cybersecurity and Al Facilitator:
Ralph Johnson

10:10 am Exec Session: RCW 42.105.291(4)
(Closed Session)

10:25 am Public Comment
10:30 am Adjournment
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TOPICS




WaTech OPMA Training

Washington Technology Solutions

Open Government Training Act - RCW 42.30.205

O OPMA training requirement for governing ’ ’
A
' body members to be completed within 90
days of assuming duties. |

I<< Complete refresher training quadrennial.

i/:l Training can be virtual, in person, or hybrid.
ans
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Charter and Membership
Review

Ralph Johnson
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WaTech Membership Review

Washington Technology Solutions

Chair and Co-Chair - WaTech

Industry Members - 3 Positions - 1 Vacancy

TSB Members - 3 Positions

Local Government - 3 Positions - 1 Vacancy

Executive Branch - 8 Positions

2 - Military Dept. (1 Vacancy)
1 -WaTech
1 - Office of the Attorney General

2 - OCS Deputy CISOs
2 - Executive Branch Agencies at Large
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Purpose

To work together with a shared dedication to

enhancing Washington state's security posture as
outlined in RCW 43.105.291.

Address information security risks with urgency
and regularly assess tools and services in the State
of Washington ecosystem to achieve the objectives
and safeguard the state's data and infrastructure.
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https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.291

Advise TSB on state information security concerns.

Assess emerging IT risks to state agencies.

Recommend tabletop and data breach simulation exercises.

Objectives

Review and recommend approval of proposed OCS
policies and standards.

Review incidents to find patterns and recommend best
practices.
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WaTech Member Responsibilities

Washington Technology Solutions

g% Make every effort to attend {3 Maintain confidentiality

- meetings. 4QAlA of discussions.

.- Be prepared to @  Show professional
discuss topics diR courtesy.

Review materials and
research beforehand.

é TSB Security Subcommittee 14




Annual Joint Meeting
with Military

Ralph Johnson




Annual EMD
Cybersecurity
Subcommittee/
TSB Security

Subcommittee
Joint Meeting

RCW 43.105.341 sections 5 and 6

Requires the Technology Services Board
Security Subcommittee to hold an annual
joint meeting with the EMD Cybersecurity
Advisory Committee. By December 1 each
year, these committees must submit a State
of Cybersecurity Report to the governor and
legislature, with recommendations for
improving state cybersecurity.

September 18, 2025
10:00 a.m.to 12:00 p.m.
Teams Virtual Meeting
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Washington Military Department

- % »\) Emergency Management Division
% RS AN

State and Local Cybersecurity
Grant Program (SLCGP)

FY24 Grant Application Update
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Washington Military Department

a\-) Emergency Management Division
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Status Update

* FY22 Award - 77 agreements
* 59 agreements closed

* 18 agreements in progress
* Ends November 2026

* FY23 Award - 97 agreements

* 29 closed
* 68 agreements in progress
* Ends November 2027

FY22 SLCGP
74%

FY23 SLCGP
38%

Agreements closed
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4 -] Emergency Management Division
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Washington Military Department

Timeline for 24SLCGP

Step One Step Two
Project Application
Proposal Form Period
Available

Step Three

Applications
Due

Step Four

Projects
Scored &
Ranked

Step Five

Notice of
Projects
Selected for
Funding
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Washington Military Department

% 3 m\-) Emergency Management Division o7y ok

* WA received $1.8M in federal funding for 255LCGP (amount subject to

adjustment based on national acceptance)

* With state match included, $2.9M total funding available for this
round

e 25SLCGP is the fourth and final round of SLCGP

e Key deadlines:
e Application Due: August 15, 2025
* Cybersecurity Plan Update Due: January 30, 2026 (revisions not
necessary, current Plan must be submitted by this date)
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Washington Military Department

Emergency Management Division

QUESTIONS?

Please contact:

Melissa Berry
SLCGP Program Manager

Zack Hudgins
Privacy Manager
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CHANGING VECTORS
THE AI THREAT -
A BRIEF OUTLOOK

1ght Intutus Corp. 2025




Agentic Al has become an active player in the Kill
chain, evolving beyond mere machine learning (ML).

« Agentic Al cyberattacks leverage polymorphic techniques
and autonomous decision-making to adapt their behavior at
every phase of the cyber kill chain, evading traditional
defenses.

 These attacks leverage Al to bypass even some of the most
sophisticated security measures, optimize attack paths, and
evade detection.

Preparation si Active Breach

Reconnaissance Payload = Installation  —  Action

Hours to Months




KEY CHARACTERISTICS OF AI-DRIVEN ADAPTIVE ATTACKS

Al-Optimized Weaponization —Al's exploits can actually
develop new tools in-situ, on prem, and in real time to attack
the host systems, services, and networks...even weaponize
your Al.

Real-Time Command & Control (C2) Modification — Al-driven
malware can switch between communication channels or
mimic legitimate traffic to avoid detection.

Automated Persistence & Evasion — Al can modify its
signatures, encrypt payloads, or shift execution methods to
remain undetected.

Adaptive Exfiltration & Impact — Al dynamically selects and
modifies data exfiltration techniques based on available exit
points and security monitoring.

Attribution Spoofing - Al attacks can intelligently create and
deploy breadcrumbs to mislead analysts and monitoring tools.




DEFENSIVE TACTICS

Deploy Al-Enhanced Threat Detection & Response

Enterprise Pristine Cybersecurity Hygiene

Employ Behavioral Analytics

Leverage Automated Response Systems

Create and deploy cyber-Honeypot and Sandbox Systems and Services
Employ Al vs. Al Defense

Ensure Human & Al Collaboration

Provide Integrated Threat Intelligence




Intuitus<@

Make no mistake, we are on the verge of facing perhaps the most
aggressive and potentially damaging threat posture since the
inception of the internet

Copyright Intuitus Corp. 2025



Washington Technology Solutions

Zero-lrust Update

Ralph Johnson
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Zero trust is not just a security model;

it's a strategic shift in thinking about access,
identity, and risk.

It is critical for building resilient, adaptive,
and future-proof cybersecurity programs.

é TSB Security Subcommittee
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Zero Trust Principles

Always assume breach
conditions.

Never trust, always verify.

Grant access strictly on a least
privilege basis.

Continuous monitoring and
adaptive access.
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WaTech

Washington Technology Solutions

Zero Trust Foundational Components

Foundation of Zero Trust

Identity: Cornerstone of Zero Trust — verify
every user, every time.

Device: Secure all endpoints — prime targets
for attack.

Networks: Segment and monitor to block
unauthorized movement.

Application Workloads: Protect from

E— e e
i
development to deployment — restrict access by e e e
verified trust.

|
Data: Secure at creation, storage, transmission,

and access.

m

Identity

Application Workload
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WaTech Zero Trust Practical Applications

Washington Technology Solutions

Enforce TLS/HTTPS on applications.
(SEC-02-01-S - Application Security Standard)

Enforce TLS/HTTPS on applications.
(SEC-02-01-S - Application Security Standard)

D Protect all state-owned endpoints by protecting data at rest.
N (SEC-08-02-S - Encryption Standard)

Multifactor Authentication (MFA) required for new applications.
Network (SEC-06 - Access Control Policy and SEC-06-01-S - Identification
Authentication Security Standard)
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Key Concepts To

Remember

TSB Security Subcommittee

Zero trust Is a strategy, not a product

Identity Is the new perimeter

Continuous verification is required

Zero trust takes time to implement

Visibility and analytics are foundational

Zero trust supports business agility

32



Open Discussion:
Cybersecurity and Al

Ralph Johnson
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WaTech Why Talk About Al and Cybersecurity

Washington Technology Solutions

Accelerated adoption of Al Al-powered threats are Pressing regulatory and ethics
tools in government emerging faster than concerns
operations and citizen traditional defenses can (federal guidance, state privacy
services. adapt. laws, Al governance
frameworks).
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Executive Session

RCW 42.105.294(4)
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Executive Session in progress per
RCW 42.105.291(4).

Resume public meeting at 10:25 a.m.
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WaTech

Washington Technology Solutions

Thank you for coming!

Next meeting is November 13, 2025
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