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1:00 pm Call to Order

• Roll Call

• Agenda Review

• Approval of August 8, 2024 Minutes (Vote)

Ralph Johnson

Bill Kehoe

1:05 pm Discussion: Enterprise IT Strategic Plan Ralph Johnson

1:15 pm Member Discussion: Security & Privacy of AI Matt King

1:25 pm Election Security Review Ian Moore

1:35 pm Policy/Standards for Voting:

• SEC-01 Cybersecurity Program Policy (Vote)

• SEC-04-08-S Unsupported Technology 

Retirement Standard (Vote)

• SEC-10-01 Traffic Light Protocol Standard (Vote) 

Ralph Johnson

1:45 pm Executive Session: RCW 42.105.291(4) 

(Closed Session)

Ralph Johnson

Tristan Allen

1:55 pm Public Comment

2:00 pm Adjournment



Enterprise IT 
Security Strategic 
Plan
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Creating Enterprise Security goals: 

• Inclusive, multi-party approach emphasizing establishing a set of enterprise 
security goals aligning with the Enterprise IT Strategic Plan.

• Engages OCS, agency CISOs, selected security agency leaders, governance 
structures, and external parties in collaborative forums.  

• Encourages interested parties to envision future possibilities that will  
support the security needs of the state. 
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By the 
numbers

2 Workshops Facilitated

100+ Security Leaders Invited to Participate

70+ Security Leaders in Attendance

1200+ Ideas Generated 

140+ Strategic Themes Created

13 Initially Drafted Goal Areas and Statements

6 Prioritized Goal Areas and Statements

Final Goals, Pillars and Unifying Statement in 
Development

TSB Security Subcommittee
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Build and Scale Cybersecurity Workforce Excellence

Protect Our Residents 

Invest and Strengthen Strategic Networks and Partnerships

Centralize Security Purchasing and Investments

Translate Urgency and Collective Value 

Securely Modernize Our Technology 

Common Themes

TSB Security Subcommittee



Next steps
Review – engage Advisory Group and workshops participants 
to provide input and feedback on the goal areas.

Refinement – distill six goal areas down to three to four 
Enterprise IT Security strategic goals.

Confirmation – agree upon three to four goals, goal 
statements, and supporting details that will inform a future 
enterprise IT security plan.

Communication – keep the lines of communication open with 
you throughout this process

8TSB Security Subcommittee
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Security and 
Privacy of AI
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NIST GenAI Profile

• Information security:  “Lowered barriers for offensive cyber 
capabilities, including ease of security attacks, hacking, 
malware, phishing, and offensive cyber operations through 
accelerated automated discovery and exploitation of 
vulnerabilities; increased available attack surface for targeted 
cyber attacks, which may compromise the confidentiality and 
integrity of model weights, code, training data, and outputs.”

• Lowered barriers: Automated discovery of vulnerabilities, increased 
scale and sophistication of attacks.

• Increased attack surface: Attacks on AI code, data or model 
configuration with new methods like prompt injection and data 
poisoning.
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NIST GenAI Profile

• Data privacy: “Leakage and unauthorized disclosure or de-
anonymization of biometric, health, location, personally 
identifiable, or other sensitive data.”

• Training without transparency or consent.

• Revealing training data during operation.

• Aggregation and re-identification.

• Inaccurate inferences.

• Unauthorized sharing with AI models.
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State principles for 
responsible GenAI use

• Safe, secure, and resilient: AI should be used with safety and security in mind, 
minimizing potential harm and ensuring that systems are reliable, resilient, and 
controllable by humans.

• Valid and reliable: Agencies should ensure AI use produces accurate and valid 
outputs and demonstrates the reliability of system performance.

• Privacy and data protection: AI use should respect user privacy, ensure data 
protection, and comply with relevant privacy regulations and standards. Privacy 
values such as anonymity, confidentiality, and control generally should guide 
choices for AI system design, development, and deployment. Privacy-enhancing 
AI should safeguard human autonomy and identity where appropriate.
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AI CoP

• Steering Committee

• State Agencies

• Local Gov’t

• Subcommittees

• Risk

• Policy

• Use cases

• Local Gov’t

EO 24-01

• Deliverables

• WaTech

• DES

• OFM

• OOE

• WTB

AGO AI Taskforce

• Executive Committee

• (19 members)

• Industry, advocacy, 
government, 
legislative members

• Subcommittees

AI Initiatives in State of Washington
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Executive Order 24-01

EO 
SEC.

LEAD AGENCY
NAMED 
COLLABORATORS

DELIVERABLE DEADLINE

2 WaTech Cabinet Agencies Report of Gen AI initiatives for agencies
September 
2024

3 WaTech DES Initial Guidelines for Procurement
September 
2024

4 DES
Office of Equity
WaTech

Training plan for state workers January 2025

5 WaTech

Office of Equity
Community members
Tribal governments
SMEs
State agencies

Guidelines on impact of adopting Gen AI on vulnerable 
communities

December 
2024

6 DES WaTech Contract terms templates January 2025

7 Office of Equity
WaTech
DES
WTB

Accountability Framework
September 
2024

8 WaTech Risk assessments
December 
2024

9 OFM
Labor organizations
WTB
WaTech

Report of impact of Gen AI on state workforce
December 
2024

10 WTB Identify and create research opportunities January 2025



Change Presenter’s Name

And Date in Slide Master

Ian Moore, CISSP 

Supervisory Cybersecurity Advisor (SCSA) for Washington State
Cybersecurity Advisor (CSA) Program

Cybersecurity and Infrastructure Security Agency

Election integrity,

Emerging challenges, and 

Lessons Learned from the 2024 

election cycle 
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Contents

• Election Integrity

• Emerging Challenges

• Lessons Learned from the 2024 Election Cycle
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Election Integrity

• Worked with counties

• Needed all counties on Cyber Hygiene

• 8 counties, almost 7 remain

• Worked with Auditors

• Very positive interactions across the state

• CSAs all over the state 

• Since the last election

• WA Auditors – Audits

• Security controls
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Emerging Challenges

• People’s Republic of China (PRC)

• Attackers Living off the Land

• Leveraging Zero Day Vulns

• Slow and Methodical

• Russian, Iranian, North Korean attackers

• Quantum Cryptography Advancements

• Users Still Clicking on Links and Attachments (Not Emerging!)
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Lessons Learned from the 2024 Election Cycle

• Relationships and Partnerships 

• Trust the People you Know

• Communications at all Levels (State -> Fed -> State)

• Quick Info Sharing Using Chat Rooms

• Indicators of Compromise Posted for Sharing    

• CSA and PSA Partnerships with Law Enforcement and State Agencies
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Conclusion

• Election Integrity

• Emerging Challenges

• Lessons Learned from the 2024 Election Cycle
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Contacts and Questions?

Ian Moore, CISSP

Region 10 (WA) 
Supervisory Cybersecurity Advisor (SCSA) 

for Washington State

(360) 594-1832 
Ian.Moore@cisa.dhs.gov

For inquiries or further information, 

contact cyberadvisor@cisa.dhs.gov 

Alexander Salazar, CISSP

Region 10 (WA, King County Area) 
Cybersecurity Advisor

(206) 225-5546

Alexander.Salazar@cisa.dhs.gov

Ron Watters, CISSP, GSLC

Region 10 (Western WA, OR, ID, AK) 
Cybersecurity Advisor

(206) 348-4071

Ronald.Watters@cisa.dhs.gov

Daniel Brown, CISSP, CISM

Region 10 (Inland NW)
Cybersecurity Advisor

(509) 981-9920

Daniel.Brown@cisa.dhs.gov

Christopher Callahan, CISSP, GICSP

Region 10 (Western WA, OR, ID, AK) 
Chief of Cybersecurity

(206) 601-4575

Christopher.Callahan@cisa.dhs.gov

https://www.cisa.gov/cyber-resource-hub

RJ Niesen, CISSP

Region 10 (WA) 
Cybersecurity State Coordinator

RJ.Niesen@cisa.dhs.gov

mailto:Ian.Moore@cisa.dhs.gov
mailto:cyberadvisor@dhs.gov
mailto:Alexander.Salazar@cisa.dhs.gov
mailto:Ronald.Watters@cisa.dhs.gov
mailto:Daniel.Brown@cisa.dhs.gov
mailto:Ronald.Watters@cisa.dhs.gov
mailto:rj.niesen@cisa.dhs.gov
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Policies & 
Standards 
Review

TSB Security Subcommittee
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Purpose:
Define the state and agency cybersecurity

program requirements. Sets the tone for

a holistic chapter of IT security policies 

and standards.

Objectives:
• Rewrite of Policy 141 Securing IT Assets.

• Defines the scope for compliance for the security chapter.

• Requires enterprise and agency-level cybersecurity programs.

TSB Security Subcommittee

SEC-01 Cybersecurity Program
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SEC-04-08-S Unsupported Technology 
Retirement Standard 

Purpose:
Requires agencies to track product support cycles and retire 
unsupported technology, ensuring that equipment and 
software remain reliable.

Objectives:
Agencies will replace software and hardware before it reaches 
the vendor end-of-support date.

• Removes the list of software from the previous standard.
• Requires agency-level cybersecurity programs.
• Replaces: 

o 186 Commonly Used Software Retirement 
o 186.10 Commonly Used Software Retirement Standard
o PC Procurement Policy
o PC Procurement Guideline
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SEC-10-01-S Traffic Light Protocol

Purpose:
TLP is a set of designations to ensure that sensitive communications related to cybersecurity events, 
alerts, and incidents are shared with the correct audience. 

Objectives:
• Agencies will understand the TLP color designations to ensure proper information sharing.

• Agencies will use the TLP designations for communications during
information security events, alerts and incidents.

• Provide consistent sensitivity designations.

• Align with best practices and compliance requirements.

• Tailor information sharing to state enterprise needs.

• Prevent unauthorized information disclosure.

• Enhance clarity in cybersecurity communications.



OCS Service 
Catalog
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Legislative 
Mandate
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RCW 43.105.460 mandates OCS to develop, maintain, and 
biennially update a comprehensive catalog of cybersecurity 
services.

The 2024 catalog emphasizes its vital impact on the state’s digital 

infrastructure, data security, and operational resiliency through 

various services. Key areas of influence include:

• Infrastructure security

• Data Protection

• Security Operations Center (SOC)

• Incident Response and Resilience

• Risk Management and Compliance

• Service Management and Architecture Consulting

• Awareness and Education

https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.460
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Enterprise IT Security Programs
• Strategic planning

• Policy and standards development

• Cybersecurity awareness and training

• Practitioner education

• Cyber risk management

• Security Operations
• Incident response services

• Security infrastructure services

• Security service management

Security design reviews

Security architecture and consulting

Audit facilitation

OCS Services

TSB Security Subcommittee



Executive Session
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Executive Session in progress.

Resuming public meeting at 1:55 pm.

Technology Services Board
 Security Subcommittee 



Public Comment
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Closing Remarks
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