WaTech

Washington Technology Solutions

2025 State Agency Privacy Assessment

April 1, 2026

Office of Privacy and Data Protection



WaTech

Washington Technology Solutions

Table of contents

TakdfoTe I8 [e3 (o] o I PSPPSR 3
Participation and MethOdOlOBY .....cuuiuiuiiiiiiiii e e e e aes 4
Types of personalinformation. ... e e e e e ans 6
Privacy roles and Staffing ... e aaa 9
AGENCY PrIVACY POLICIES 1uiniriiiiiieiiiieiiiiee it ee et ae e ee e e eaeeeeneaaensaesnenesasnennsnns 10
AN CY TrAINING ettt e e te ettt et eaeaatetetenenenenenesasasasasnsnsnenenssnenes 12
LE 2 1aE] o F= 1= 110V 2 PP 14
TaTe[\V/Te INF=10 o =] gt o3 1o X= 14 0] o SRR 16
P YeToZo 1811 ¢=] o 1] UL 4 V28 PR 17
MEASUIING PrIVACY .eueniiieiiiiiiiiiiiieeie et et et eete e saeteneteensaesnenseesnsessnsnssasnsensnns 20
Data sharing, third party management, and data publishing .........cccccciiviiiiinnnn... 22
Data inventory and data delelion .....ouoe i e aaas 24
FUTUTE PLlaNNING ettt e e e e et e e e e ea e eaeanansaanenessnsensnns 27
(6701 01 £= o2 S NN PP P PP PP PPN 29



WaTech

Washington Technology Solutions

Introduction

Under RCW 43.105.369, the State Office of Privacy and Data Protection conducts an annual review
of state agency privacy practices. The required agency privacy survey helps OPDP assess privacy
maturity across agencies and identify where guidance, resources, and training are most needed.
The survey is intended to provide a clear understanding of current practices, not to measure
compliance with specific laws or standards.

This year’s survey results show continued progress in the implementation of privacy protections,
the growth of privacy awareness, and the advancement of privacy maturity across state agencies.
Many practices in place in Washington have been replicated in other states based on the success
at agencies in Washington.

Results from the 2025 survey show that the state continues to make progress in the
implementation of privacy protections, privacy awareness, and overall privacy maturity. OPDP
believes this improvement reflects greater awareness, stronger available resources, increased
cross-agency collaboration, and support from both the Governor and the Legislature. Survey
findings show a consistent pattern of general improvement over the past five years.

The 2025 assessment covers many of the basic components of a privacy program and aligns with
the OPDP developed Washington State Privacy Framework, and the Washington State Agency
Privacy Principles. Washington state was one of the first states in the nation to develop state
specific privacy prinicples, a privacy framework and training. With the adoption of the enterprise
wide Privacy and Data Protection Policy, Washington state continues towards more
standardization across agencies.

Agency survey responses by year
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B Agencies with data

The chart above shows 3 years of agency participation in the survey. Agency participation in the
2025 assessment was similar to 2024, with 80 state agencies responding this year, compared with
82in 2024 and 77 in 2023. Of the agencies that responded in 2025, 67 reported holding personal


https://watech.wa.gov/sites/default/files/public/privacy/WA%20Privacy%20Framework%2010-2022.pdf
https://watech.wa.gov/sites/default/files/public/privacy/WSAPP.pdf
https://watech.wa.gov/sites/default/files/public/privacy/WSAPP.pdf
https://watech.wa.gov/sites/default/files/public/privacy/WSAPP.pdf
https://watech.wa.gov/policies/privacy-and-data-protection-policy-0
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data and 13 reported that they do not. The analysis in this report is based on the 67 agencies that
hold personal data.

The legislative branch did not submit survey responses in 2025. In prior years, legislative branch
agencies accounted for nearly a dozen responses. At the same time, small agency participation
increased, due in part to a new OPDP staff position focused on small agency privacy. Year-to-year
variation is also affected by some small agencies submitting combined responses with larger
support agencies.

Despite these shifts in participation, the data continues to provide a strong view of privacy work
across state government.

Privacy maturity continues to improve across the enterprise, but continued work is still needed to
ensure Washington residents’ data and privacy are protected and personal information is handled
appropriately. This is especially true as the privacy policy landscape continues to evolve. This
evolution is most evident as Artificial Intelligence use expands.

Participation and methodology

The State Chief Information Officer sent the annual assessment to agencies as part of the 2025
annual technology certification process. Each year agency partners are required to provide
information to track compliance with statewide technology policies.

Sending the privacy assessment survey with the annual certification process helps with
consistency for WaTech and state agencies in the collection of responses.

Personal information - commonly referred to as personal data or personally identifiable
information (Pll) —is defined as information identifiable to a specific individual. Using the
foundation of the state privacy principles, and state privacy framework, the Privacy Assessment
Survey gathered information in several areas including:

* Types of personalinformation
* Privacy roles and staffing

* Training and policies

* Transparency

* Individual participation

* Metrics

¢ Accountability

* Datasharing

e Datainventory

* Future planning

The assessment provides useful information about agency privacy practices, butitis limited to
what can be measured in a survey. For example, it can show whether an agency has formal policies
and staff training, but it does not judge how strong those policies are or how well the training works.


https://watech.wa.gov/2025-annual-certification
https://watech.wa.gov/2025-annual-certification
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The data in this report is used to give an annual statewide view of privacy practices across
governments, not to evaluate individual agencies.

In 2025, 41 agencies reported that privacy had become more important, the same number as in
2024. Survey results show that privacy has remained a high priority across state government since
2021, when 86 percent of agencies reported that strong privacy practices were important.

Very few agencies have reported that privacy became less important. In 2022 and 2024, only one
agency reported a decline in the importance of privacy. In 2023 and 2025, no agencies reported
that privacy had become less important.

OPDP believes this continued emphasis reflects growing awareness of privacy issues, state action
oh new privacy laws, media attention to privacy protections in the private sector, and ongoing
discussion about artificial intelligence.

A note about the charts in this report. The numbers indicate the number of agencies that responded
and held personal data: 67 of 80 in 2025. The charts are labeled with the question number on the
survey in order to cross reference the data more quickly.

Overall, OPDP found that agencies are more likely to have core privacy program components —
such as dedicated staff and formal policies and trainings than in the past. However, gaps remain
and even agencies with more privacy experience consistently indicate they need additional
resources. This need will no doubt continue with the growth of privacy laws and privacy protection
requirements, especially as the use and implementation of Artificial Intelligence technology
continues.

As a foundation for privacy program development, the OPDP articulated the Washington State
Agency Privacy Principles with the input and collaboration of state agencies. This report makes
connections between the survey data and the state privacy principles throughout. These principles
are often referenced as one of the many resources developed by the OPDP to assist on the maturity
journey of state agencies.

The OPDP rolled out Washington specific privacy training in
2022 based on the Washington Privacy Principles and
Washington state law.

In 2023, OPDP introduced a Washington State Privacy
Framework based on state structures and the National
Institute of Standards and Technology (NIST) privacy
framework. The goal of this framework is to give state

Q' Washington
State Privacy

agencies and local jurisdictions easy access to aroadmap Prmclples

for measuring and improving privacy practices within their Oo //
organizations. Privacy frameworks include the basic 0'4% @ é:}"é
structure and concepts needed to build an effective privacy <o S

program that can be continually improved. They include the & accountability

components in a privacy program, but do not dictate how
the goal of each componentis achieved.


https://watech.wa.gov/sites/default/files/public/privacy/WA%20Privacy%20Framework%2010-2022.pdf
https://watech.wa.gov/sites/default/files/public/privacy/WA%20Privacy%20Framework%2010-2022.pdf
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In 2024, OPDP developed a Privacy and Data Protection Policy for the whole state, as well as
resources to help implement this newly adopted policy. The goal of the Privacy and Data Protection
policy was to peel out privacy focused data management requirements from other policies, such as
security, and make them easier to understand and implement across the enterprise.

In 2025, OPDP continued to produce resources for state, local and Tribal governments. These
resources include the new Washington Privacy Framework: Building a Foundation for Your Privacy
Program course that provides the essential structure and concepts needed to build an effective
privacy program. OPDP also led the discussion on Artificial Intelligence (Al) technology and privacy
with eight presentations, and involvement in the state’s Al Taskforce. The year culminated in an
outside Joint Legislative Audit and Review Committee (JLARC) report that looked at the work and
success of OPDP. JLARC found “The Office of Privacy and Data Protection (OPDP) meets statutory
responsibilities and receives high user satisfaction.” And “82% of state agency staff who use OPDP
resources said it met all or most of their needs”.

Types of personal information

The privacy assessment gathered information from agencies about the types of personal
information they maintain and the sources of that information. There were no large shifts in the
responses regarding the kinds or types of data maintained by state agencies.

A broad range of data fits within the concept of personal information. It includes everything from
basic contact information to social security numbers, detailed health information, immigration
status and facial recognition templates. Different levels of protection are warranted for different
types of information, depending on its sensitivity. State agencies hold or maintain data due to
requirements in law, or to provide services.


https://watech.wa.gov/policies/privacy-and-data-protection-policy-0
https://watech.wa.gov/privacy-data-protection/government-agency-resources
https://youtu.be/ANLLO0-DG3s
https://youtu.be/ANLLO0-DG3s
https://www.atg.wa.gov/aitaskforce
https://leg.wa.gov/jlarc/reports/2025/OPDP/f_3/default.html
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Types of data held by agencies Q1.1

Facial recognition templates
Biometrics 14
Specific geolocation 27
Immigration or citizenship 32
Familial information 32
Justice information 40
Education information 46
Employmentinformation
Medical information 41
Demographic information 49
Date of birth 60
Other unique identifiers 36
Driver's license number 48
Social security numbers 54
Financial, billing, or account information 46
Contact information 71

0 10 20 30 40 50 60 70 80

m2025 2024 2023

The type of information agencies maintain is important as a determination for the type of privacy
controls needed to minimize risk and appropriately protect the information. It is important to note
that the context of the data held is also importantin how it is protected by an agency.

The types of information that agencies maintain varies widely. In 2025, contact information is again
the most common type of information held by agencies (66 agencies).

The survey only represents the most common types of data collected across state agencies.
Individual agencies may collect information required by law, or for implementation of their mission.

7
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For example, some individual agencies reported collecting data in these categories: incarceration
status, date of death, number of children, banking information, training or certifications held,
active investigation information, student IDs, last four of social security numbers and contractor
background checks.

The next question in the survey asked where agencies get the data they hold. Sixty-four agencies
reported they get the data from people (to provide services, or as required by law.) Only 17 agencies
reported they receive data from automated systems, and 49 agencies get their data from other
Washington state government agencies. All agencies are required to have data sharing agreements
in place for these types of exchanges.

(2025) Where agencies get information Q1.2

automated systems 7

from service providers

from organizations we regulate
Data brokers

from local governments

from federal agencies

from other WA state agencies

] _‘

from people

o

10 20 30 40 50 60 70

B Where agencies get information

There continues to be an interest in the policies around biometric data. In 2025, 46 agencies
reported they do not collect any biometrics. Eighteen agencies reported they do collect biometric
data, and two agencies are currently in the process of developing standards or policies for
collecting biometric data.

(2025) Number of agencies with biometric data Q1.3

Do not collect, butplanto [

Have historical data, not current data 1

Do not collect biometrics |G 3
Do collect biometrics | ENNEGgGEEEEETE

0 10 20 30 40 50

B Number of agencies
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Privacy roles and staffing

Agencies cannot adequately protect personal information without appropriate resources. The level
of resources needed varies depending on the size of an agency, the functions it performs and the
types and amount of personal information it maintains. OPDP asked agencies to choose one of five
potential staffing strategies that best described their current approach to privacy. The options
ranged from having a desighated person whose primary job is privacy, to contacting external
resources such as the Office of the Attorney General on an ad hoc basis.

In 2025, 34 of 67 agencies said they had a specific person assigned to handle privacy policy issues,
either as a primary or secondary responsibility. That compares with 37 of 72 agencies in 2024 and
31 of 68 agencies in 2023.

Privacy staffing in the agencies Q2.1
We have a person designated, but privacy is not their I 16 21
primary function. 19
We do not have a dedicated person or group, but tend . 1011
to give these questions to internal staff 13
We do not have internal staff with expertise, but we I 3 4
call outside experts when necessary 2
We have a group of people who tend to work on privacy | %8
issues, according to their expertise 22

We have a person designated, whose primary function _16 18

is privacy and related issues 12

0 5 10 15 20 25
m2025 2024 2023

The low number of agencies reporting that no one is assigned to privacy policy is a positive sign for
the state. OPDP believes this reflects stronger awareness of privacy issues, adoption of the
enterprise privacy and Al policies, and broader access to privacy training and resources.

Even when an agency does not have a designated privacy lead, privacy responsibilities are often
shared among staff such as information security staff, information governance staff, risk
managers, and records officers. OPDP supports all of these roles across state government.

Having a designated person responsible for privacy is a significant step towards accountability. Itis
otherwise difficult for an agency to take on privacy initiatives and ensure privacy controls are being
implemented across the agency. Privacy practices are a journey of constant improvement, and
consistent staffing helps this path towards more maturity.
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OPDP has developed and implemented training for the enterprise that can be utilized by personnel
in any discipline. This enhances privacy protections at any step on the path towards maturity.
Dedicated staffing within agencies allows the OPDP to better target assistance for customer
agencies with privacy work, training, or program development.

An example of OPDP support for privacy development at agencies is the convening of the
community of practice for privacy professionals at the state level. This group is modeled on other
existing communities of practice drawn from agencies and has developed into a resource for
efficiently answering questions, attacking challenges, and offering insight into new initiatives. The
group is made up of state agency professionals coming from privacy, legal, and cybersecurity
positions. OPDP has also pursued and received federal grant funding to increase the number of
certified privacy professionals at the state and local level for three years in a row.

Agency privacy policies

State agencies that maintain personal data are implementing the Washington State Privacy
Principles and the Washington State Privacy Framework for agency data protection.

Internal agency privacy policies apply to how information is collected, used and shared. Policies
demonstrate that an agency understands the protections that apply to its information and has
implemented appropriate standards. Policies are also one way to document the agency’s
commitment to how it will handle personal information.

Formal privacy policy status by agency Q3.1
Polices in development 4

2

B2
No formal privacy policies 9
3
. 0
Yes, formal privacy policies 59
63
0 10 20 30 40 50 60
m2025 2024 2023

There are two factors driving adoption and implementation of formal privacy policies: 1) The newly
adopted enterprise privacy and data policy and 2) the greater awareness and importance of
privacy. Both factors have resulted in more policy development across state government. Support
from legislative and executive branch leadership has also been crucial.

10
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Privacy principles reflected in agency policies

Q3l1 L] 1
E
Security 63
63
I
Individual participation 31
31

IS
)

Due diligence 41

Transparency & accountability

Purpose limitation

Data minimization 46
45
I
Lawful, fair and responsible use 51
52
0 10 20 30 40 50 60 70

w2025 2024 2023

The state privacy principles guide specific privacy policies within state agencies. The above chart

shows, year over year comparisons are consistent across the privacy principles reflected in agency

policy. The “Security” privacy principle is the one principle reflected in the most agency policies o
standards.

r

11



WaTech

Washington Technology Solutions

Types of particularly sensitive information
maintained by agencies Q3.2

I

Biometric information 14
10
I >
Immigration or citizenship information 17
17
I
Specific geolocation information 13
12
I -
Particularly sensitive health information 20
24
I ::
Participants in the address confidentiality program 29
29
0 5 10 15 20 25 30 35

m2025 2024 2023

The survey drilled into the exact kinds of data that is protected by policy. The specific kinds of data
protected by policies, procedures or standards include: information from the state address
confidentiality program, health information (substance use, or mental health data), specific
geolocation information, immigration or citizenship information, and biometric information.

Agency training

Staff training and privacy policies are both foundational controls that should be important pieces of
any privacy program. As an organization that supports the whole enterprise of state government,
OPDP strives to assist with both training efforts and model privacy policies.

Training helps to ensure staff understand the importance of protecting personal information and
how to implement protections. Without training, staff may not understand the commitments the
agency has made or the requirements the agency must follow for compliance. This is particularly
important when dealing with privacy because many agency employees have access to personal
information on a routine basis. Staff are the frontline when it comes to data protection. Taken
together, strong training and clear policies are important pieces of the “transparency and
accountability” privacy principle.

12
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The OPDP developed statewide training to help agencies build awareness of the importance of
privacy. This Privacy Basics training for state employees is available to all state agencies through
the enterprise learning center or via the OPDP website. The training is also being piloted to local
governments that are interested in using it in whole or in part.

In addition to web-based training, the OPDP created a formal two-day workshop to support
agencies and individuals practicing and applying privacy principles. It is an excellent example of
how OPDP as an enterprise-focused office can push out benefits and standards across dozens of
state agencies in an efficient manner to support agency privacy professionals.

Agencies were asked the following questions about training in question 3.3 of the survey:
e Does your agency offer privacy training?
e Isthe training mandatory? If so, is it mandatory for some or all staff?
e Isthe training generic or specifically tailored to your agency?

The 2025 responses indicate a majority of agencies offer some form of training. This is consistent
with past year’s data indicating more agencies offer privacy training each year. Often, privacy
training is part of cybersecurity training. Standalone privacy training (either generic or specific) is
beneficial for a better awareness and application of agency privacy policies.

Privacy training status by agencies Q3.3
I 39
Mandatory for all staff 38
28
I 15
No training or not mandatory 17
18
I 17
Agency specific training 8
18
.
Generic training 36
28
I, 52
Some form of training 55
46
0 10 20 30 40 50 60
m2025 2024 2023

Of the 52 agencies that offer training, 51 agencies reported generic privacy training, and 17
reported agency specific training. More agencies require privacy training now than in the past. More
agencies are also making privacy training mandatory for employees.

Last year, OPDP identified training as an area to watch as its state-developed privacy training was
adopted across the enterprise. That growth occurred in 2025, with more employees receiving

13
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training as agencies used OPDP’s materials. OPDP made development of a statewide privacy
training program a priority based on findings from earlier surveys.

More information about use of OPDP training is available in the OPDP Performance Report 2024.
OPDP also continues to develop and update training through webinars and web-based modules.

Transparency

Agencies should be transparent about what information is collected, why it is collected, and who it
is used by or shared with. This should be communicated clearly to the public.

To focus on transparency, agencies were asked about their website privacy policy, which
addresses how information is gathered on the agency’s website and how it is used. This type of
policy addresses topics such as cookies and user tracking. Agencies collect personal information
in a variety of ways, including from online portals, paper forms, in-person, other agencies, or
through third parties. In 2025, 59 agencies indicated they had a website privacy policy.

Depending on context, a privacy policy might also be called a privacy notice, notice of privacy
practices, privacy statement, or simply privacy information. Website privacy notices and agency
privacy notices were measured as two distinct policies for explaining agency data collection and
use.

Agencies with privacy notices by type of notice Q4.1
and Q4.2

I

Agency privacy notice 50
50

I

Website privacy notice 62
60

o
Y
o

20 30 40 50 60

W 2025 2024 2023

More than half of the agencies with personal information — 47 agencies — indicated they have this
type of comprehensive privacy notice. Most agencies post it on their website, while some also mail
the notice or provide it in-person.

Agencies were asked whether they have a more general privacy notice that contemplates the
personal information the agency gathers from various sources. Typical information included in this
type of notice would be at least:

14


https://watech.wa.gov/sites/default/files/2024-12/OPDP%202024%20Performance%20Report%20Final%2012-1-24.pdf
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The types of information gathered.

The purposes for which the information will be used.

Who will use the information.

How the information will be shared.

An explanation of a person’s ability to access or control their information.

Who to contact with questions.

The chart for question 4.2.2 illustrates the topics within the privacy policies reported by state

agencies.
How many agencies include which items in their
privacy notices Q4.2.2
[
Who to contact for more information 46
49
I
Explanation of access to data 45
39
K
How information will be shared 40

42

I -
Who will use information 41

42

I, -
Purposes info will used for 47
47
I, <
Types of information gathered 49
48

o

5 10 15 20 25 30 35 40 45 50

W 2025 2024 2023
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Individual participation

The Individual Participation principle — people should have control of their information whenever
possible — can be implemented by having processes for requests:

* Toaccess orreceive information.

* To correctinformation.

* Forinformation to be shared or sent to another person.

* Forarestriction on how information is used or shared.

Because the government has a different relationship with Washington residents than a business

has with a consumer, not all these activities are appropriate for all agencies or all government
functions.

Agencies with policies in place for individual
participation Q5.1

I -

No policies for individual participation 27
22
I,
Yes polices for individual participation 45
46
0 10 20 30 40 50

m2025 2024 2023

The next question in the survey asked agencies that had individual participation policies what those
policies addressed. The chart for question 5.1.1 shows that most agencies had a process for
people to correct inaccurate information. The most common policy in place is a process for people
to access or receive information, which synchronizes with agencies’ obligations under the Public
Records Act (RCW 42.56).

16
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Agencies with policy for specific pieces of individual
participation Q5.1.1

22
Requests for a restriction in how information is used

or shared
18

Requests for information to be shared or sent

NN
N W W
| |

a1
Requests to access or receive information 43
41
I
Requests to correct information 38
40

o

5 10 15 20 25 30 35 40 45

m2025 2024 2023

Accountability

Accountability means being responsible and answerable for following data privacy laws and
principles. It includes having appropriate policies and processes in place to detect unauthorized
use or disclosure and notify affected individuals when appropriate.

Agencies were asked about privacy incidents or breaches that occurred in the last year.

* Anincidentis the unauthorized use or disclosure of personal information, regardless of
whether it requires notification under a breach notification law.

* Abreachis an unauthorized use or disclosure that requires notification.

Not all incidents are cybersecurity incidents. In fact, most are not. A privacy incident could be as
simple as mailing information to the wrong person or disclosing information to an unauthorized
person during a phone call.

Detecting and responding to incidents is an indicator that appropriate controls are in place and
staff understand how to identify and report them when there is unauthorized use or disclosure.
When a state agency experiences no incidents, it could be a sign of excellent data protection and
handling. It could also mean that incidents are going undetected due to inadequate controls. This
paradox is kept in mind when interpreting and designing metrics directed at achieving policy
outcomes.

17
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Agency experience with data incident notification Q6.1

Experienced one or more data incidents which - 6

. e . 11
required breach notification :l
9
I
Not aware of any data incidents in the past year 49
| 43
Experienced one or more data incidents which did _ 19
notrise to the level of a breach that required
notification | 18
0 10 20 30 40 50 60

m2025 2024 O2023

The OPDP has expanded assistance to agencies through a Data Breach Assessment Form to
determine if an incident has occurred and next steps.

The OPDP asked agencies about incidents experienced by third parties they share information with.
Third parties, such as service delivery providers, technology vendors, and researchers, have
significant access to personalinformation. Just as agencies must appropriately protect the
information they maintain, agencies should also ensure third parties appropriately protect the

information. Data sharing agreements (required though state policy and law) appear to have helped
strengthen the tracking of vendors and data management.

Third party incidents and notification Q6.2

Third parties experienced one or more data incidents ||| | NN 17
that involved agency data but did not rise to the level of 19
a breach that required notification 8

I /¢

We are not aware of any data incidents in the past year 47
47

Third parties experienced one or more data incident - :

involving agency data that required breach notification 8

0 10 20 30 40 50 60

m2025 2024 2023

The OPDP asked agencies what steps they have taken to ensure incidents are discovered. Fifty-four
agencies have designated at least one person to make breach determinations. About half of those
agencies have also implemented assessment tools or templates to address possible breaches.
Overall agencies are improving in how they deal with data breaches and incidents.

18
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Agency controls for data breaches Q6.3
I
Data breach assessment templates or tools to 33
document and guide breach determinations
34
I -
System monitoring or automated alerts 55
46
y _— I -
Specific data breach procedures that identify roles and 39
responsibilities
42
Data breach procedures that identify roles and _ 46
responsibilities, within a more generalincident 47
response plan 45
I -5
Agency policies that require staff to report potential 48
breaches
49
I o
Insurance that covers data breach response 39
40
I
Staff are trained on incident reporting responsibilities 37
a1
I -
A designated person to make breach determination 59
56
0 10 20 30 40 50 60
m2025 2024 2023

Focusing on specific kinds of controls for data protection the general assessment is positive across
the state enterprise. Agencies continue to place and maintain administrative, technical, or physical
safeguards for protecting data.

19
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Safeguards in place in agencies to protect information Q6.5

Administrative safeguards 64
64

Technical safeguards 69

67

Physical safeguards 67
65

10 20 30 40 50 60

o
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70

Measuring Privacy

In 2022 questions were added to the survey about measuring data privacy. An ongoing endeavor of
the OPDP is exploring the best way to measure the maturity of privacy programs beyond this annual
survey. To support this effort, the OPDP offered a webinar on privacy metrics, and is monitoring the

responses to this question in the annual survey.

Agency privacy metric collection Q6.6

R

Do not collect privacy metrics

-

Yes, collect metrics 16

13

0 10 20 30 40 50

w2025 2024 2023

56
55

60
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Metrics can help clarify areas of excellence (or areas that need improvement) for individual agency
privacy programs and illustrate progress within the state privacy framework. Metrics can be
tailored to individual policies and data and can show opportunities for future progress.

Agencies that do collect metrics were asked about those metrics as seen this the chart below.

Types of privacy metrics tracked Q6.6.1
I -
Privacy impact assessment 11
8
I -
Other Ind. Part. (modify, delete...) 2
3
I
Requests for personal information 4
4
. . N
Maturity model progress or privacy framework 4
adoptio
ption 4
I
Complaints 4
2
I -
Training 7
6
I 1
Incidents/breaches 12
12
I -
Data sharing agreements 7
7
I
Data retention or destruction 6
7
I -
Audits 3
3
0 2 4 6 8 10 12 14
m2025 2024 2023
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Agencies continue to share information with each other, send information to federal agencies,
support researchers, field requests from law enforcement and provide necessary access to a range
of vendors and contractors while implementing their public focused missions.

Five years of consistent data illustrates the trend of more data sharing, not less. Legislation

requires data sharing agreements for state agencies that share information, and the OPDP has

helped create model terms for those data sharing agreements for state agencies as well as

guidance.

A new category of data sharing was added to the survey in 2023 after discussions with agencies.
The “open data portal” was added because six agencies reported sharing with an open data portal
to provide better public access to data. That numberis up to eight this year.

Who agencies share data with: Q7.1

I s
7

6

Open data portal

Data brokers 2

Law enforcement (as part of a data sharing I 2

relationship) 21

Service providers (e.g. health care providers) 20
Vendors working on agency's behalf
Researchers 27
Law enforcement (on ad hoc basis, as required)
Federal agencies

Other state and local agencies

0 10 20 30

W 2025 2024 2023
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Information sharing supports efficient and effective government, but agencies should exercise due
diligence both before and after sharing information. Depending on context, this may include taking
steps like ensuring authority for the recipient to receive information, entering data share
agreements with appropriate terms, and monitoring data protection practices.

State agencies are now required by state policy and law (RCW 39.26.340 and RCW 39.34.240) to
enter into data sharing agreements when sharing data. Best practices and recommendations
beyond these basic measures are part of a separate report created by the State Office of
Cybersecurity, OPDP and the Attorney General’s Office. State agencies should continue to improve
their practices to protect and maintain data in their care, while complying with the law. Agencies
may view the Data Sharing Implementation Guidance developed by the OPDP for more information
about these controls.

Within this data driven ecosystem of sharing, the OPDP privacy survey also asked if agencies sold

data, which is different from simply sharing data through a formalized agreement. According to the
survey, only one state agency sells personal information. This is consistent with past surveys, and

the agency cited the authority to sell data granted to them by the Legislature.

Agencies authorized to sell data by the legislature Q7.2
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In addition to sharing personal information, agencies disclose information to remain transparent
and accountable for government operations. These disclosures include reports to the Legislature,
publishing data on websites or open data portals, and sharing analysis with interested parties.
Agencies can reduce the likelihood of published information being used to identify individuals by
taking steps which include:

e Creating de-identification standards. De-identifying data requires removing more identifiers
that can be linked to individuals than just names. Having established standards for de-
identification helps ensure appropriate and consistent practices.

e Following a small numbers standard. People can sometimes be re-identified when agencies
release counts or aggregate information. That risk increases when the number of people
with a specific characteristic, or the overall size of the measured population is small. A
“small number standard” sets a threshold size that counts must meet to be published. For
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example, an agency could decide that counts lower than 10 should not be published to
avoid the risk of identification.

e Privacy review of published datasets. Even with appropriate standards in place, manual
review helps identify risk with specific products. This is especially true when the context of
the information is particularly sensitive.

Dozens of agencies reported having these privacy-preserving practices in place for publishing
public data.

Privacy preserving practices in place Q7.5
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Data inventory and data deletion

Agencies often collect a variety of information from different sources and maintain it in numerous
locations. Understanding what data is maintained and where it is kept is critical to ensuring
appropriate data protection measures. Without knowing what information is stored in a specific
system, itis difficult to assess whether the agency is collecting the minimum amount of
information necessary or tailoring the uses of that information to be consistent with the original
reason for gathering it.

This data management step is very important in other ways as well. Data mapping and inventories
are central to the overlap between the privacy and the cybersecurity disciplines. This inventory and
process for data management becomes the keystone between the two frameworks, or the starting
point for engaging organizations in the importance of both frameworks. The National Institute for
Standards and Technology (NIST) Venn diagram demonstrates the relationship between
cybersecurity and privacy for data related events due to data processing activities.
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Recognizing that data
inventories for data
processing activites can
be difficult to
accomplish, and are
often more complex than
expected, the OPDP
survey asked agencies
about mapping datain
two places — within
agency systems and
applications, and outside
of agency systems and
applications.
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Relationship Between Cybersecurity and

Privacy Risk

Cybersecurity
Risks

associated with
cybersecurity

cyber
security-
related

incidents arising from PrHvacy

loss of confidentiality,

integrity, or
availability

events

Privacy
Risks

associated with
privacy events
arising from data
processing

Data: A representation of information,
including digital and non-digital formats

Privacy Event: The occurrence or
potential occurrence of problematic
data actions

Data Processing: The collective set of
data actions (i.e.. the complete data life
cycle, including. but not limited to
collection, retention, logging,
generation, transformation, use,
disclosure, sharing, transmission, and
disposal)

Privacy Risk: The likelihood that
individuals will experience problems
resulting from data processing. and the
impact should they occur

The chart for question 8.1 shows a comparison of agencies that have completed data mapping or

an inventory of information within agency systems and applications. The 2025 data reflect
completion of data mapping activities that were underway in the past.

Status of completed agency data mapping or inventory Q8.1
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The chart of question 8.2 shows the year-to-year comparison of agencies that have completed a

data mapping or inventory of information outside of agency systems and applications. The numbers

consistently show there is room for improvement when it comes to mapping data outside agency

systems or applications.
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Status of data mapping for data held outside agency systems Q8.2
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The process of data management and data inventorying offers organizations an opportunity to
implement data minimization strategies and delete unneeded data. This process can also lead to
cost savings and reduces risk and liability (less data means less cost to store and protect data). In
asking agencies about their data inventory practices, the annual survey also asked about agency

practices regarding data deletion as part of data minimization strategies.

Most agencies have data deletion processes in place. It should be noted that agencies that rarely
delete old data may be required by statute to hold old data. In 2025, across state government:

e 17 agenciesrarely delete old data.
e 30 agencies have their records officer delete data.
e 37 agencies use automated tools to delete data.

e 56 agencies have individual work groups or programs responsible for deletion.

Note: agencies could choose more than one method and so totals add up to more than 67

respondents.
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How does your agency delete data? Q8.4
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Future planning

OPDP continues to focus on serving all state agencies. A portion of the annual Privacy survey asks
agencies about future plans to help the OPDP better meet the needs of the agencies we serve.

Agencies were asked about the importance of privacy to their agency; what privacy activities they
already have planned over the next year; and what additional resources would be most helpful to
their privacy posture.

Many agencies are planning to create or update one or more privacy fundamentals like policies,
training or data maps. The priorities of agencies stayed consistent over the last few years, including
the review or updating of data sharing agreements. Agencies have also increased participation in
the OPDP webinars, training, and accessing other provided resources.

Agencies continue to rank the importance of privacy highly on a scale of 1-10.
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On a 1-10 scale where do agencies rank importance of
privacyin 2025 Q9.1
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The importance of privacy is confirmed by responses of 67 agencies submitting that the importance
of privacy is ongoing or has increased over the last year. Many agencies already have privacy as an
ongoing important factor in their work due to long standing state or federal law.

Importance of privacy within agencies this year Q9.2
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There is an active and diverse set of work planned for 2026 as reported in the 2025 survey.

Important work around Privacy Threshold Analysis, implementing the Washington State Privacy
Framework, and Privacy Impact Assessments will continue across the enterprise. One interesting
new activity added this year was addressing the development of Artificial Intelligence processes
and policies. OPDP has supported substantial work in Al for the state.
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Privacy work in the agencies in the coming year Q9.3
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The Office of Privacy and Data Protection looks forward to continuing our work with state agencies
to develop and enhance privacy programs and increase privacy maturity across the enterprise. The
four year OPDP Performance Reportis also a good resource on the work of the Office of Privacy and
Data Protection over the last four years. It can be found here: OPDP Performance Report 2024. As
mentioned previously, the JLARC report also looked at the work of OPDP over the last few years and
the report can be found here: JLARC report on OPDP. A JLARC video summation can be found here:
JLARC OPDP video.

Please visit our website for more information and resources that our office provides at Privacy and
Data Protection | WaTech.

Contact

For more information or questions about this report, please contact: Katy Ruckle, State Chief
Privacy Officer at privacy@watech.wa.gov.
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