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Welcome!




Roll Call

TSB Security
Subcommittee




WaTech Current Members

Chair, Ralph Johnson - WaTech
Co-Chair, Bill Kehoe - WaTech

Industry Members TSB Members
Alex DiGiacomo - Sound Transit Matt Boehnke - Senator
David Shaw - Intuitus Cyber James Feore - Aardvark Intel
Viggo Forde - Snohomish County
Executive Branch Representatives Local Government Rep
Tristan Allen - Military Dept. Karen Campbell - University of Washington
Warren Gordon - WaTech Justin Roach - Spokane County

Rick Griffith - Office of the Attorney General
Kim Hort - WaTech

James McMurphy - Health Care Authority
Mark Quimby - WaTech

Samantha Rorabaugh - Dept. of Corrections
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WaTech

Washington Technology Solutions

B Call to Order
e Welcome .
9:00 a.m. . Roll Call Bill Kehoe

« Review of August 14+ Meeting Minutes

Bill Kehoe

09:15 a.m. Federal Cybersecurity Cuts and Impacts Ralph Johnson

State and Local Government Cyber Security | Zack Hudgins

TOd ayls 09:45 a.m. Grant Program (SLCGP) Update Melissa Berry

Viggo Forde

Ag e N d a 09:55 a.m. :::,:seern-::{:::n- Phishing - member James McMurphy
Alex DiGiacomo

Exec Session: RCW 43.105.291(4)

10:10 a.m. (Closed Session)

Ralph Johnson

10:25 a.m. Public Comment

10:30 a.m. Adjournment
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https://stateofwa.sharepoint.com/sites/WaTech-Teams-ITEnterpriseGovernance/Shared%20Documents/Technology%20Services%20Board%20and%20Subcommittee/TSB%20Security%20Subcommittee/Meetings%20and%20Materials/2025%20TSB%20SS%20Meetings/08-14-25%20TSB%20Sec%20Sub%20Meeting/08-14-25%20TSB%20SS%20Minutes.docx
https://stateofwa.sharepoint.com/sites/WaTech-Teams-ITEnterpriseGovernance/Shared%20Documents/Technology%20Services%20Board%20and%20Subcommittee/TSB%20Security%20Subcommittee/Meetings%20and%20Materials/2025%20TSB%20SS%20Meetings/08-14-25%20TSB%20Sec%20Sub%20Meeting/08-14-25%20TSB%20SS%20Minutes.docx
https://stateofwa.sharepoint.com/sites/WaTech-Teams-ITEnterpriseGovernance/Shared%20Documents/Technology%20Services%20Board%20and%20Subcommittee/TSB%20Security%20Subcommittee/Meetings%20and%20Materials/2025%20TSB%20SS%20Meetings/08-14-25%20TSB%20Sec%20Sub%20Meeting/08-14-25%20TSB%20SS%20Minutes.docx
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Overview of
Federal
Cybersecurity
Reductions

* Recent federal budget
reductions have decreased
funding for key cyber
programs:

« MS-ISAC and CIS Services

« CISA grant programs and
SLTT support

« National cyber incident
coordination and threat-intel
Initiatives



* Washington faces impacts from the
shift away from statewide MS-ISAC
membership:

* Reduced visibility into statewide
threat activity

* Fragmented monitoring across
agencies and local governments

* Higher costs for agencies that must
procure tools individually

MS-ISAC
Membership

Loss




* Reduced federal funding impacts
Washington's statewide cyber posture:

* Loss of subsidized monitoring, threat
intelligence, and incident response

* Increased operational costs for state
agencies and municipalities

* Gaps in cross-sector coordination
across 16 critical infrastructure
sectors

Impact on |
State and Local
Governments

10



WaTech MS-ISAC Services

Washington Technology Solutions

Service Description

SLTT Specific Threat Intelligence A wide range of threat analysis products for technical teams, executives, law
Analysis Products and Reporting enforcement, judiciary, and public safety.
The largest collections of SLTT-focused threat intelligence repositories of
machine-readable feeds of vetted Indicators of Compromise (I0Cs) and
Threat Intelligence Platform Tactics, Techniques, and Procedures (TTPs), including:

STIX/TAXII and MISP e Structured Threat Information Expression (STIX)

e Trusted Automated eXchange of Intelligence Information (TAXII)

e Malware Information Sharing Platform (MISP).
Threat Intelligence Briefings Regular updates on emerging threats, adversary trends, and common TTPs.
Personalized onboarding, service reviews, and guidance, including
mentorship, training webinars, and Communities of Practice/Interest.

Member Engagement and Support

Communities of Practice and

Working Groups Sector and topic-based peer groups for collaboration and shared learning.

Monthly Membership Calls Regular forums for updates, information sharing, and peer-to-peer discussion.
Webinar and Virtual Training Accessible, cost-effective training on current cybersecurity threats and best
Attendance practices.

Expert support during cybersecurity incidents, including incident response
planning, containment and eradication of active threats, and forensic
investigations to determine the root cause and scope of compromise.
Albert Network Monitoring and A network intrusion detection service specifically for SLTT governments,
Management offering near real-time monitoring and alerts for suspicious activity.

m

Incident Response and Forensics
Services
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WaTech MS-ISAC Services (Continued)

Washington Technology Solutions

Service Description

24x7x365 Security Operations Round-the-clock access to cybersecurity professionals who monitor threats,
Center (SOC) Access respond to alerts, and serve as a subject matter expert resource for SLTTs.
SOC Alerts, Advisories, Weekly Alerts and advisories about vulnerabilities, threats, and malicious IPs/domains
Bad IP / Domain List targeting SLTT networks.

Automated monitoring capabilities scan public-facing infrastructure, the deep
and dark web, and cybercrime forums to detect signs of SLTT exposure.

« Targeted Vulnerability Notifications: Alerts on public systems exposed to

new vulnerabilities.

Initial Access Broker (IAB) Monitoring: Tracks criminal marketplaces for

SLTT network access for sale.

» Breached Credential Monitoring: Detects exposed SLTT credentials on
breach and leak sites.

« IP and Domain Monitoring: Identifies compromise, abuse, or misuse of

Passive Threat Notification Service °

SLTT infrastructure.
Nationwide Cybersecurity Review A free, anonymous self-assessment that helps SLTTs measure their
(NCSR) cybersecurity maturity against the NIST Cybersecurity Framework.
MS-ISAC Annual Membership A national gathering of SLTT cybersecurity professionals, policymakers, and
Meeting Attendance industry experts.
Webinar and Virtual Training Accessible, cost-effective training on current cybersecurity threats and best
Attendance practices.

m
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WaTech

Washington Technology Solutions

Quantifiable Impact

WA MS-ISAC Members 495 Membership loss.
Eligible SLTT Entities -1,945 No access for potential future
participants.
Cyber-Underserved Jurisdictions 104 Loss of affordable protection.
DNS Filtering (MDBR) Participants 169 Loss of proactive domain blocking
and reporting services.
Threat Intelligence Platform STIX/TAXII 8 Loss of automated threat inteligence
and MISP
Annual Incidents Escalated by MS-ISAC No centralized alerting or
1,580 .
SOC escalation.
Albert Network Monitoring and 63 Loss or near real time alerting
Management
Annual Cost of Individual Memberships ~$3M Fragmented, inefficient local

spending.
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WaTech Representative Members

Washington Technology Solutions

Sector Cyber
Underserved
Cities 94 6
Counties 39 15
Educational Institutions* 143 20
Elections Offices 39 19
Healthcare Entities 14 5
Libraries 12
Media and Entertainment 13 13
Public Safety 33 3
State** 1
Transportation Systems 25
Tribes 20 20
*Includes K-12 school districts and state-owned and operated Universities, Community and
Technical Colleges that are members.
**Represents the state as an entity and all agencies, boards, commissions, legislative, and judicial
branches. Excludes state-owned and operated Universities, Community and Technical Colleges.

m
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State and Local Cybersecurity
Grant Program (SLCGP)

Update

December 2, 2025




Status Update

* FY22 Award - 77 agreements
* 65 agreements closed
* 12 agreements in progress

* FY23 Award - 98 agreements

* 45 closed
* 53 agreements in progress

TSB Security Subcommittee
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LOCAL
Rural projects
Non Rural projects

STATE
State projects
5AA M&EA

80%
25%
75%
20%
15%
5%

FY22 Financial Status

(ends November 30, 2026)

FEDERAL AWARD MATCH REQ TOTAL PROJECT
Award $3,666,530.00 $407,393.00 $4,073,923.00
Total Expended $2,933,369.85 $325,929.98 $3.259,299.84 80% Expended
Balance $733,160.15 $81,463.02 $814,623.16
90% 10%
Fed Cap/Threshold FEDERAL MATCH TOTAL EXPENDED BALANCE

$2,933,224.00 $3,028,469.40 $336,496.60 $3,364,966.00 $2,594,974.05 $769,991.95
$916,633.00 51,504,854.00 $167,206.00 51,672,060.00 51,318,729.81 $353,330.19
$2,016,591.00 51,523,615.40 5168,290.60 51,692,906.00 5$1,276,244.24 $416,661.76
$733,306.00 $648,029.30 $72,003.26 $720,032.56 $664,325.79 $55,706.77
$549,980.00 $464,703.30 $51,633.70 $516,327.00 $466,106.34 $50,230.66
$183,326.00 5183,326.00 $20,369.56 5203,695.56 5198,219.45 $5,476.11
$3,666,530.00 $3,676,498.70 $408,499.86 $4,084,998.56  53,259,299.84 $825,698.72
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LOCAL
Rural projects
Non Rural projects

STATE
State projects
SAA MEA

80%
25%
75%
20%
15%
5%

FY23 Financial Status

(ends November 30, 2027)

FEDERAL AWARD MATCH REQ TOTAL PROJECT
Award $7,403,503.00 51,850,876.00 $9,254,379.00
Total Expended $3,780,587.63 $945,146.91 54,725,734.53 51% Expended
Balance $3,622,915.37 $905,729.09 $4,528,644.47
80% 20%
Fed Cap/Threshold FEDERAL MATCH TOTAL EXPENDED BALANCE

$5,922,802.40 $5,833,303.20 $1,458,325.80 $7,291,629.00 $3,857,734.32  53,433,894.68
$1,850,876.00 52,614,801.60 5653,700.40 5$3,268,502.00 51,685,665.15  51,582,836.85
$4,071,926.40 5$3,218,501.60 5804,625.40 54,023,127.00 $2,172,069.17 51,851,057.83
$1,480,700.60 $1,479,715.40 $369,928.85 $1,849,644.25 $868,000.21 $981,644.04
$1,110,525.45 5$1,109,541.00 5277,385.25 51,386,926.25 S674,906.79 $712,019.46
$370,175.15 5370,174.40 $92,543.60 5462,718.00 5193,093.42 5269,624.58

$7,403,503.00

$7,313,018.60

$1,828,254.65

$9,141,273.25

$4,725,734.53

$4,415,538.72
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Step One

Committee
Approval of
Projects &
Notification to
Applicants

m

Review & Approval Process

Step Two Step Three

Projects and FEMA/CISA
Investment Review and
Justifications Approval
Draft & Send

to FEMA/CISA

TSB Security Subcommittee

We are here

Step Four Step Five
Workbook and Send out
Agreement Grant
Drafting Agreements
(once
approval
received)
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Washington Technology Solutions

WaTech Education awards snapshot

. Applications | Projects Total .

Cybersecurity planning, staff
17 apps /16 13 ~$2,900 - $100K $608,454 training, MFA deployment,
MDR services

Fy2022 districts

Infrastructure upgrades

31 apps/ 20 ~ (firewalls, EDR), MFA
districts 21 W0 IS | Sl expansion, FIDO2 keys, risk

assessments, IR planning

- 17 ~$8,700 - $128K ~$900K Continued modernization
FY2024 and advanced threat

protection investments

FY2023

é TSB Security Subcommittee 20




QUESTIONS?

Please contact:

Melissa Berry
SLCGP Program Manager
melissa.berry@mil.wa.gov

Sierra Wardell

Financial Operations Section
Manager
sierra.wardell@mil.wa.gov

é TSB Security Subcommittee 21



mailto:melissa.berry@mil.wa.gov
mailto:tirzah.kincheloe@mil.wa.gov

Phishing

Panel Discussion




WaTech
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Executive Session:
RCW 43.105.291(4)

Closed Session




WaTech

nnnnnnnnnnnnnnnnnnnnnnnnnn

Executive Session in progress per
RCW 43.105.291(4).

Resume public meeting at 10:25 a.m.
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Thank you for coming!

Next meeting will be held in March 2026
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