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What Is An IP Address?

Every single thing on the Internet and the
State Government Network — from
mainframes to laptops; mobile phones to
fitness trackers; automobiles to drones —
has an Internet Protocol (IP) address.

* An IP address is what lets these devices
communicate with each other as part of
the global Internet.

+  Without enough unique IP addresses, the
Internet would be a tangled mess and
THE WORLD technical innovation would grind to a halt.
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The OIld System (IPv4) is Running Out Of Room

Past the Tipping Point

.17 - |P addresses are managed and
BILLION allocated worldwide by five

Peég’r'?h‘)” By 2020: Regional Internet Registries,
Zn% such as ARIN in North America.
BILLION 5 O - ARIN allocated the last IPv4
IPv4 block on September 24, 2015.

Addresses BILLION
Devices Online « 3.6 BILLION people yet to be
connected to the Internet.
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An entire IPv4 Internet for ever




IPv6 Adoption
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Why IPv6 Now?

* Public Internet resources are - Mobile & Infrastructure providers
transitioning to IPv6 default to IPv6
- Mandate for US government + Verizon (68%)
agencies (IPve Web Site) - Google Fiber (62%)
- >48% of mobile content sites © AT&T (53%)
already IPv6 enabled - T-Mobile USA (49% - IPv6 only!)
Google - Comcast (42%)
Netflix - Time Warner (26%)
Facebook * Apple iOS9 - IPv6 preferred
YouTube . IPv6 support required for all i0S9 apps
Many more ...
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https://cio.gov/worldclassdigitalservices/transition-to-ipv6/

Not Yet an Emergency, but the Time to Act iIs Now

Private Addressing

« Time to get serious - similar to Y2K effort

« IPv6 is not backward compatible with IPv4 —
Significant education will be required

- Enterprise architectural and planning effort —
new design required for statewide IP
addressing and management

- All hardware and software, from every
agency, must be inventoried, tested, and
possibly upgraded to be IPv6 ready

- All new hardware/software procurements
should mandate IPv6 support
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Gartner IPv6 Roadmap Recommendations

- Establish an Enterprise Cross-Functional « Register public IPv6 Address Space
IPv6 Planning Team (WaTech purchased address space early 2015)
. Netwgrking - 79.2 Octillion (79.2 x 10%7) addresses
Security . 1.2 Septillion (1.2 x 1024) addresses for

Desktop / Server Platforms
Application Development _
Web Hosting / Content Development * Implementation and Deployment

Phase 1: External customer-facing
services, e.g. security, DMZ services

Phase 2: Intranet WANs and LANSs
Phase 3: The data center

each agency (up to 65,536)

- Establish Enterprise wide IPv6 Standards
and Addressing Scheme

* Inventory and Gap Analysis

Applications

Platforms . , ]

Network Hardware Guidance: Don’t Underestimate the Importance
Security Systems of Network Management and Visibility (security)

C WaTech

Washington Technology Solutions

he consolidated technology services agency -RCW 43.105.006'




Next Steps
1. Identify an IPv6 Project Leader

2. Establish an Enterprise, Cross-Functional IPv6 Transition Team
a) Disseminate IPv6 education and training
b) Develop enterprise IPv6 policies and standards (OCIO Policy #185)
c) Develop enterprise IPv6 architecture and address allocation scheme

3. Each Agency Performs Inventory and Gap Analysis
a) Focus on external-facing applications and services
b) Determine IPv6 readiness (e.g. eliminate hard-coded IP addresses)
) ldentify potential budget impacts
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Key Take-Away Points (amended 3/10/15)

* Not quite a crisis yet, but planning starts NOW!

* |Pv6 Is an enterprise effort - An inter-agency team will establish an enterprise
plan, policies and addressing standards

* WaTech has acquired a cosmically large IPv6 address space
for the state enterprise — no need for agencies to acquire
separate addresses

* Roll-out can occur in phases over a number of years,
beginning with edge services that support public-facing
and mobile applications

- All applications and hardware must be inventoried and assessed
for IPv6 readiness

* All new IT procurements should mandate IPv6 support
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