DES Information Systems Communication – 04/25/12
 

What?            Connectivity to Earning Statements through HRMS Employee Self Service 
Who?             Agencies that are not members of the Enterprise Active Directory 
Why?             Agency web browsers may not be configured to “trust” SSL Certificates issued by CTS
When?           For immediate distribution
 

Message:    If employees in your agency are experiencing issues accessing their earnings statement in Employee Self Service (ESS), it may be the result of the following issue:   


The Secure Socket Layer (SSL) Security Certificates used by HRMS were recently updated to those provided by CTS.  Because the majority of agencies are members of the Enterprise Active Directory (EAD), workstation web browsers are configured by EAD policy to “trust” the security certificates issued by CTS and allow error-free connectivity to ESS. Because default browser “trust settings” do not include the CTS certificate source, some non-EAD agency users are experiencing certificate failures after successfully logging on to ESS and clicking on “Earning Statements.”  

The most commonly displayed error:  “Content was blocked because it was not signed by a valid security certificate.”  

While this issue is being resolved, impacted employees can use the linked instructions to access their earnings statements. CTS has confirmed the certificate warning message addresses the issue of certificate source recognition only, certificate functionality is in place and data traffic is being encrypted via SSL.

Questions? Contact:
Service Center: (360) 664-6400
Email Contact: servicecenter@dop.wa.gov
