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State of Washington Secure Email Portal

This document contains resources for State of Washington Secure Email Portal
encrypted email senders. You will learn how to track the secure emails you send and
receive.
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1. Sending a message

Each time you send a new State of Washington Secure Email Portal message, you
receive an automated email notification to confirm encryption.

Automated emails from the State of Washington Secure Email Portal will be from this
address: noreply@encryption.twsegcloud.com.

The Message Encrypted notification confirms the Subject, the Sent date, and the
Recipient address(es).

[
T Lo Your email has been encrypted. - Message (HTML)

Message W Tell me what you want to do...

Fri 2019-11-29 314 PM
noreply@encryption.twsegcloud.com

Your email has been encrypted.
To
ﬂ If there are problems with how this message is displayed, click here to view it in a web browser, e

OneWorld Encrypt + Get more apps

-

Message Encrypted

Your message has been encrypted and sent.

Subject: Sample message
Sent: Friday, November 29, 2019 8:14:09 PM UTC

Web recipients: washington.citizen@outlook.com.

To view the message status or recall the web portal message,
click here.

Important: Do not reply to this message. This is a system-generated nefification.

. OneWorld Universal \ Powered by
@ WORLD Encryption Platform W Echoworx

Figure 1: Message Encrypted notification email
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1.1. View the Message Audit

The Message Encrypted notification contains a link to view the message status or recall
the State of Washington Secure Email Portal message.

Web recipients: washington.citizen@outlook. com.

To view the message status or recall the web portal message,
click here.

Figure 2: Close up view of Message Audit link

Clicking the link will bring you to the Message Audit Report page of the State of
Washington Secure Email Portal. Here you can view all activity that has occurred
related to this message. It will display when read, attachments opened, replies, and
deleted/expired.

(& @ emailencryption.twsegcloud.com/messageStatus. html?msgCode=20dd9130-6fb3-4ade-beec-4efd4918d299&fromEmail=happe... ¥r e :

Help English (United States) v

This site is intended for official business
related to the State of Washington and
governed by Terms of Service.

Use indicates you have reviewed and
accepted the terms

Message Audit Report

From: Smith@washington.com
To: washington.citizen@outlook.com
Cc:
Subject: Another Sample message
Sent: 2019-11-29 22:18:11.117

Recall
Email Address Action Date Details
washington.citizen@outlook.com read November 30, 2019 Read message
9:31:56 PM, UTC from folder : Inbox
State Of Was_hlngton SeCUre Sm\th@wagh\ngtun,cnm notified November 30, 2019 Sender was notified
Ema” POrtaI 9:31:56 PM, UTC message was read

washington.citizen@outlook.com notified ~ November 29, 2019
10:18:17 PM, UTC

washington.citizen@outlook.com received November 29, 2019 Message received
10:18:11 PM, UTC from external
system

Figure 3: Message Audit Report
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1.2. Recall a message

The Message Audit Report page of the State of Washington Secure Email Portal
contains a Recall button. This is handy if the message was sent erroneously and you
want to prevent the recipient(s) from reading it.

Message Audit Report

From: Smith@washington.com
To: washington.citizen@outlook.com
Cc:
Subject: Another Sample message
Sent: 2019-11-29 22:18:11.117

Recall

Figure 4: Recall button

Clicking Recall will delete the message immediately from the State of Washington
Secure Email Portal. This does not affect the copy of the email that you have in your

Outlook Sent Items folder; it does delete the copy that is stored securely in the portal for
the recipient, however.

If the recipient attempts to view the message after it has been recalled, they will be
presented with anerror message that the email is no longer available.

If you recall a message that had multiple recipients, it is recalled for all recipients.

Note: A message can be recalled even after it has been read.
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1.3. Message Collected notification

It is not necessary to keep checking the Message Audit Report to know when your
secure email has been read. The first time a secure email is viewed by the recipient,
you will receive a notification email known as the “read receipt.” It confirms the date and

time that the recipient viewed the email.

[ _ : . . .
t ¥ & 5 vVourStateof Washington Secure Email Portal message to washington.citizen@outlook.com has been collecte...

Message W Tell mew

Fri 2019-11-29 4:27 PM
Secure Email From washington.citizen@outlook.com via State of Washington Secure Email Portal

Your State of Washington Secure Email Portal message to washington.citizen@outlook.com has been collected

To
+ Get more apps

OneWorld Encrypt

State of Washington Secure Email Portal

The State of Washington Secure Email Portal message you sent washington.citizen@outlook.com on November 29, 2019

9:05:08 PM, UTC UTC(+0000) (Subject:5ample message) has been collected.

Figure 5: Message Collected notification
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1.4. Message Not Collected notification

If a secure email is never read, you will receive a notification email known as the
“‘expired message notice,” or “message not collected notice.” It will arrive 30 days after
you sent the email if it was never collected. Messages are deleted permanently from the
State of Washington Secure Email Portal after the 30-day retention period.

[
T ¥ & 5 stateof Washington Secure Email Portal Message to sarah.webpickup@gmail.com Was Not Collected - Messa...

Message Q@ Tell me what you want to do...

Mon 2019-11-25 10:14 AM
noreply@encryption.twsegcloud.com

State of Washington Secure Email Portal Message to sarah.webpickup@gmail.com Was Not Collected

To ~

OneWorld Encrypt + Get more apps

State of Washington Secure Email Portal

The encrypted message you sent sarah.webpickup@gmail.com on November 1, 2019 7:44:55 PM, UTC UTC(+0000)

(Subject:sample message #2) was not collected.

Messages that are not collected are permanently deleted from the server.

Figure 6: Message Not Collected notification

When you see an expired message notice, you may wish to contact the recipient to
inquire, and possibly send the message again (you can retrieve the original email from

your Sent Items folder in Outlook).
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2. Recelving a Secure Reply

When the external user replies or composes an email to you from the State of
Washington Secure Email Portal, it will route securely to your State of Washington
mailbox (i.e., Outlook). It will not be encrypted in your Outlook, but it will have a footer
indicating it came from the secure email service.

+ v 2 s

Message @ Tell me what you want to do...

Tue 2019-12-03 5:43 PM

Secure Email From washington.citizen@outlook.com via State of Washington Secure Email Portal

Re: Sample message 12/3 AAA
To

test reply

From: "0 Tue, Dec 3 2019 22:42:02 UTC
To:washington.citizen@outlook.com

Dear Washington Citizen,
Please see attached for an important atnouncement

Kind Regards,

State of Washington

2 Your email was encrypted by the State of Washington Secure Email Portal

Figure 7: Secure Reply viewed in Outlook
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